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Abstract

This thesis investigates the use of Artificial Intelligence (Al) and Machine Learning (ML) to support
the automation of functions in wireless networks, such as fault detection and prediction, root cause
analysis, and the optimisation of energy sustainability in radio access base stations (BS). Modular
processes are proposed in line with the automation architecture defined by the 3rd Generation Part-
nership Project (3GPP), including the application of observational causal inference to enhance the
interpretability of results. Using real data from Fourth generation (4G)/Fifth generation (5G) networks,
ML models with varying levels of complexity were developed, from decision trees to graph-based
neural networks capable of modelling interdependencies between BS. The results confirm the effec-
tiveness of the proposed approach. Critical fault prediction achieved 93% accuracy up to 60 minutes
in advance. Low throughput detection reached an F1-Score of 89.6%, with a 27% reduction in false
positives compared to previous approaches. A new metric was proposed to assess BS energy sus-
tainability: the Energy Sustainability Class (ESC), based on both energy and spectral efficiency. The
ESC includes four classes - A, B, C, or D - and is complemented by a machine learning-based method
to identify potential root causes, achieving an F1-Score of up to 86%. Additionally, the application of
observational causal inference confirmed a causal relationship between network quality and ESC:
improvements in network quality (lower interference) led to an increase up to 14% in the likelihood of
a BS operating in class A. This shift from statistical association to causal inference strengthens the
transparency and interpretability of ML models, supporting their acceptance by human operators and

safe integration into operational environments.

Future work foresees the extension of these methodologies to new data sources with greater scale
and scenario diversity. Advances in generative Al are expected to enable the development of au-
tonomous agents to support complex decision-making and causal modelling. These directions aim
to enhance the robustness of autonomous systems and foster their adoption in Sixth generation (6G)

mobile networks.



Keywords

Wireless Networks, 5G/6G, Autonomous Networks, Explainable Artificial Intelligence, Energy Sus-

tainability.



Resumo

Nesta tese investiga-se o uso de Inteligéncia Artificial (IA) e Machine Learning (ML) para suportar a
automacao de funcdes em redes sem fios, tais como a detecéo e previsdo de falhas, a andlise de
causas raiz e a otimizacao da sustentabilidade energética de estacdes base (EB). Sdo propostos
processos modulares alinhados com a arquitetura de automacao definida pelo 3GPP, incluindo a
aplicagéo de inferéncia causal observacional para reforgar a interpretabilidade dos resultados. Uti-
lizando dados reais de redes 4G/5G, foram desenvolvidos modelos de ML com diferentes niveis de
complexidade, desde arvores de decisdo até redes neuronais com estruturas baseadas em grafos,

capazes de modelar as interdependéncias entre EB.

Os resultados confirmam a eficacia da abordagem proposta. A previsdo de falhas criticas foi real-
izada com 93% de precisdo e com até 60 minutos de antecedéncia. A detegao de baixo débito de
transmisséo alcangou uma F1-Score de 89,6%, com uma redugéo de 27% nos falsos positivos face
a abordagens anteriores. Foi proposta uma nova métrica para avaliar a sustentabilidade energética
de EB, a Classe de Sustentabilidade Energética - Energy Sustainability Class(ESC) - baseada na
eficiéncia energeética e espectral. A ESC inclui quatro classes: A, B, C ou D, complementada com um
método baseado em ML para identificar as potenciais causas raiz, onde alcangou uma F1-Score até
86%. Adicionalmente, a aplicacdo de inferéncia causal observacional comprovou a relagdo causal
entre a qualidade da rede e a ESC, verificando-se que o aumento da qualidade de rede (menor
interferéncia) conduz a um aumento de até 14% na probabilidade de uma EB operar na classe A.
Esta transicdo da associacdo estatistica para a causalidade contribui para a interpretabilidade e
transparéncia dos modelos de ML, promovendo a sua aceitagao por operadores humanos e a inte-

gragao segura em ambientes operacionais.

Como trabalho futuro, antevé-se a extensdo das metodologias propostas a novas fontes de dados,
caracterizadas por maior dimensao e heterogeneidade de cenarios. Os avangos em IA Generativa,
permitirdo o desenvolvimento de agentes autbnomos para suportar decisdées complexas e respetiva
modelacao causal. Estas direcdes visam reforcar a robustez dos sistemas auténomos fomentando a

sua adogao nas redes moveis de sexta geragao (6G).
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1.1 Motivation

Over the past three decades, wireless communications and the internet have become ubiquitous,
fundamentally reshaping everyday life. Comprising a myriad of interconnected systems and tech-
nologies, their widespread adoption has been mutually reinforcing: wireless networks have extended
the reach and impact of the internet, while the internet has driven demand for more reliable and ac-
cessible wireless connectivity. Wi-Fi networks exemplify how wireless connectivity has become so
integrated into modern communication that many perceive it as the internet itself. Together, they
empower individuals to make informed decisions in critical domains such as education, commerce,
and healthcare. Furthermore, they enable the development of new services and promote the ef -
cient use of scarce resources, such as water and energy. This combination of advancements bridges
disparities, fostering inclusion and strengthening the sense of community, particularly through digital
interactions and relationships, with video communication becoming a dominant form of engagement,

expected to represent 77% of total internet traf ¢ by 2026 [19].

In the past decade, Arti cial Intelligence (Al)/Machine Learning (ML) has emerged as a third trans-
formative force, driven by advancements in computational power, large datasets, and sophisticated
algorithms. It has achieved remarkable success in applications such as real-time image recognition
and natural language processing, particularly through Large Language Models (LLMs). The disruptive
potential of AI/ML lies in its ability to automate complex tasks, offering vast opportunities for process
optimisation and ef ciency improvements across mature industries. In wireless networks, this is espe-
cially signi cant, as the relentless push for technological upgrades - such as the introduction of a new
generation every decade - often fails to yield proportional revenue increases, placing considerable

nancial strain on incumbent Mobile Network Operators (MNOS).

Today, the internet, wireless networks, and advancements in AI/ML are intertwined transformative
forces reshaping the telecommunications landscape, as illustrated in Fig. 1.1. These forces comple-

ment and reinforce each other, driving new capabilities and operational paradigms, such as cloud

Fig. 1.1: Synergies between transformation forces.



computing and network virtualisation. However, as digital interactions scale to unprecedented levels,
the growing complexity of wireless network architectures increases the urgency of cost rationalisation
and the adoption of new business models through ecosystem collaboration, including smart cities,
smart transportation, smart health, and smart networks. This transformation reshapes the traditional
operational model of MNOs, where AI/ML plays a pivotal role in reducing the carbon footprint and
automating manual processes, notably by enabling predictive fault detection, supporting automatic
root cause analysis and optimising energy consumption. In this context, applying Al/ML to wireless
networks is a key motivation for this work, aiming to create more sustainable networks by improving

operational ef ciency and further reducing the carbon footprint.

1.2 Objectives

The research question of the PhD thesis is: "How can Al and ML techniques support sustainable
wireless networks by automating performance degradation detection and diagnosis while ensuring

trustworthiness in complex multi-factor environments?".

The automation of Network Functions (NFs) for Fifth generation (5G) networks, such as access,
mobility and session management, is being supported by ongoing 3rd Generation Partnership Project
(3GPP) standardisation efforts, leveraging the 5G system architecture outlined in [9, 20]. Although 5G
networks are already being implemented and reaching maturity, these standardisation efforts remain
active, with recent contributions shaping the path towards future Sixth generation (6G) developments
[9, 20-21]. The 5G architecture includes the Network Data Analytics Function (NWDAF) to support
network automation, notably by facilitating the integration of AI/ML models [1]. The NWDAF serves as
the central function for network data analytics, managing data repositories, analytics work ows, and
ML model execution. It can process data from multiple sources and provide insights for Al-enabled use
cases, such as improving network resource utilisation, Energy Ef ciency (EE), and Quality of Service
(QoS) optimisation [22—24]. Fig. 1.2 illustrates the NWDAF architecture, where NFs request analytics
data from the NWDAF and integrate the results into their operations to optimise network performance.
Conversely, Application Functions (AFs) leverage NWDAF's insights to optimise application-speci ¢

functions, such as enhancing service delivery and improving content distribution ef ciency.

Fig. 1.2: NWDAF components and data ows (adapted from [1].



Despite the large volumes of data generated by wireless networks, practical AI/ML applications in
this domain remain limited. This work aims to bridge the gap between theoretical advancements and
their practical application using data from live Fourth generation (4G)/5G networks. By leveraging
the NWDAF architecture (as depicted in Fig. 1.2), it contributes to the development of assisted QoS
use cases that rely on ML, Explainable Arti cial Intelligence (XAl), and observational causal analysis.
The focus is on predicting and detecting performance degradation, diagnosing its root causes in a

trustworthy manner, and enabling targeted optimisation to ensure sustainable energy utilisation.

In summary, this thesis is guided by three main objectives, which are directly aligned with the contri-

butions described in the next section:

» Develop and Test ML Models for NWDAF Use Cases - Design and evaluate ML models
relying on data from live 4G/5G networks tailored for assisted QoS applications (e.g., predicting

and detecting QoS degradation, improving EE and sustainable resource utilisation).

« Provide interpretable outputs - Enrich the outputs of the ML models with XAl techniques to
identify the most in uential variables affecting QoS, facilitating actionable insights into network

performance, fault resolution and energy sustainability.

* Provide causal understanding - Extend the ML models with observational causal analysis
methodologies to uncover the intricate relationships among variables, increase the trustworthi-

ness of the outputs and improve generalisation and decision-making.

1.3 Contributions

This thesis encompasses four primary contributions, which were structured to address the three ob-
jectives outlined in the previous section. The rst objective - developing Al/ML models for NWDAF use
cases - is directly addressed by the ML-based predictive alarm methodology, the Spatial Graph Con-
volutional Neural Network (SGCN) architecture for root cause analysis of network Key Performance
Indicators (KPIs) degradation, the and the Energy Sustainability Framework (ESF), respectively pre-
sented in Chapters 3, 4, and 5. The second objective - providing interpretable outputs to Al/ML
models - is supported by the integration of explainability techniques, particularly the explainability
module embedded in the SGCN architecture and the SHAP-based approach used in the ESF. The
third objective - enhancing traditional ML correlation-based methods with causal understanding - is
ful lled by the Energy Sustainability Causal Framework (ESCF) framework (see Chapter 6), which

applies observational causal inference to quantify the effect of interference on energy sustainability.

In summary, the four main contributions of this thesis are the following:

1. Predictive Fault Detection with Machine Learning: Addressing the rst objective - devel-



oping AlI/ML models for NWDAF use cases — this contribution introduces a data-centric ML
methodology for predictive fault detection using Fault Management (FM) data (i.e., Base Station
(BS)-triggered alarms). The approach enables the prediction of future alarm occurrences based
solely on historical alarm sequences, with exible parameterisation for different alarm types.
The evaluation using extensive live network data demonstrated its effectiveness, achieving a
high probability of predicting critical alarms with up to one hour of lead time. By enabling earlier
detection, this contribution supports the transition from reactive to preventive fault management

strategies in network operations centres. Presented in Chapter 3.

. Root Cause Analysis Using a Spatial Graph Convolutional Network: Addressing both the
rst and second objectives - developing AlI/ML models and providing interpretable outputs —
this contribution focuses on detecting and explaining performance degradation in live wireless
networks. A deep learning model based on a SGCN architecture was developed to analyse
downlink throughput degradation. The model integrates Performance Management data with
spatial and con guration features of BSs - including latitude, longitude, antenna height, and
orientation - enhancing its ability to capture spatial dependencies. To support interpretability,
an embedded explainability module based on the saliency method was included, enabling the
identi cation of the most in uential inputs contributing to throughput degradation. Compared to

prior research based on decision trees, the proposed solution offers superior performance and

supports more actionable diagnostics. Presented in Chapter 4.

. Energy Sustainability Classi cation and Interpretability: Contributing to both the rst and
second objectives - developing ML models and providing interpretable outputs - this contribu-
tion introduces the Energy Sustainability Class (ESC): a compound index combining EE and
Spectral Ef ciency (SE) to classify BSs into four classes (A, B, C or D). This metric supports
network auditing, benchmarking, and sustainable optimisation practices. Additionally, a ML ap-
proach was employed to analyse the drivers of ESC performance using SHAP values, enabling
the identi cation of key explanatory variables. For instance, poor downlink quality emerged as

a major in uencing factor, guiding targeted optimisation initiatives. Presented in Chapter 5.

. Causal Inference for Energy Sustainability Optimisation: Directly addressing the second
and third objective - enhancing traditional ML methods with causal understanding - this contri-
bution introduces the ESCF, which combines observational causal inference with domain knowl-
edge and explainability techniques. Using SHAP-derived insights and domain expertise, a Di-
rected Acyclic Graph (DAG) was constructed to formalise causal relationships. The analysis
conrmed a strong causal link between downlink interference (proxied by the average Chan-
nel Quality Index (CQI)) and the ESC. This enables the transition from correlational analysis to

causally informed optimisation. Presented in Chapter 6.



1.4 Publications

The PhD research has resulted in eight scienti ¢ publications by Q3-2025, comprising three confer-
ence papers, one book chapter, and four journal papers. The following list provides details of these

publications, including journal quartiles, publication dates, venues, and current status.

1. Type: Conference
Year: 2023
Title : On the Implementation of a Secure and Energetically Ef cient NOC for Mobile Networks
Venue: Smartnets 2023 - Istanbul, Turkey
Authors : L. Mata; S. Wannous; D. Duarte; E. Maia; P. Vieira; |. Praca
Status : Published [25]

2. Type: Conference
Year: 2023
Title: Explainable Fault Analysis in Mobile Networks: a SHAP-Based Supervised Clustering
Approach
Venue: ICSPCS 2023 - Bydgoszcz, Poland
Authors : M. Cilinio; M. Pereira; D. Duarte; L. Mata; P. Vieira
Status : Published [26]

3. Type: Journal (Q2)
Year: 2024
Title : Unraveling the Root Causes of Faults in Mobile Communications: A Comparative Analysis
of Different Model Explainability Techniques
Journal : AEU - International Journal of Electronics and Communications
Authors : M. Cilinio; M. Pereira; D. Duarte; L. Mata; P. Vieira
Status : Published [27]

4. Type: Journal (Q1)
Year: 2024
Title: On the Use of Spatial Graphs for Performance Degradation Root-Cause Analysis Toward
Self-Healing Mobile Networks
Journal : IEEE Access
Authors : L. Mata; M. Sousa; P. Vieira; M.P. Queluz; A. Rodrigues
Status : Published [28]

5. Type: Conference
Year: 2024

Title: A Machine Learning Driven Methodology for Alarm Prediction Towards Self-Healing in



Wireless Networks

Venue: WTS 2024 - Oakland, CA, USA

Authors : L. Mata; M. Sousa; P. Vieira; M.P. Queluz; A. Rodrigues
Status : Published (Most Outstanding Paper Award) [29]

6. Type: Journal (Q1)
Year: 2025
Title : Optimising Energy and Spectral Ef ciency in Mobile Networks: A Comprehensive Energy
Sustainability Framework for Network Operators
Journal : IEEE Access
Authors : L. Mata; M. Sousa; P. Vieira; M.P. Queluz; A. Rodrigues
Status : Published [30]

7. Type: Journal (Q1)
Year: 2025
Title : Integrating Machine Learning and Observational Causal Inference for Enhanced Spectral
and Energy Ef ciency in Mobile Networks
Journal : IEEE Access
Authors : L. Mata; M. Sousa; P. Vieira; M.P. Queluz; A. Rodrigues
Status : Published [31]

8. Type: Book Chapter
Year: 2025
Title: A Smart Trouble Ticket Management Approach for Mobile Networks Using Unsupervised
Learning
Book Title : The Road to B5G/6G Mobile Communications: Technologies and Applications
Publisher : River Publishers
Authors : T. Saraiva; D. Duarte; L. Mata; P. Vieira
Status : Published [32]

1.5 Thesis Outline

This thesis is organised into seven chapters. It begins with an introduction and a literature review,
followed by four sections detailing distinct research initiatives aimed at developing complementary
use cases to enable the implementation of a modular automation framework for live wireless networks.

The nal section summarises the ndings and accomplishments achieved in this research.
A detailed description of each chapter is provided below:

Chapter 1 highlights the motivation for developing automation use cases in wireless networks, focus-

ing on the need for sustainable network operations, reducing operating costs while meeting stringent



QoS requirements, and achieving carbon neutrality by 2030. It de nes the primary objectives of
this work, which involve employing AI/ML technigues to implement complementary assisted QoS use
cases for live wireless networks, leveraging the 3GPP automation architecture outlined in [1]. Addi-
tionally, the chapter provides an overview of the main contributions to the eld and concludes with a

comprehensive summary of all scienti ¢ publications produced during the PhD program.

Chapter 2 presents a literature review on the key topics addressed in this work, offering a historical
perspective on enabling technologies, related research, and their interconnections. The review is
structured into four sections. First, it provides an overview of wireless networks technologies, focusing
on the global status of 5G deployments and introducing the upcoming 6G. Next, it delves into Al and
its sub elds, such as ML, and discusses their applications in wireless networks. The focus then
shifts to the use of AI/ML to support QoS automation use cases in wireless networks (e.g., predictive
fault detection, root cause analysis, and energy sustainability), providing an overview of the current
standardisation efforts by the 3GPP. Finally, the chapter concludes with a review of causal analysis
techniques, highlighting how they extend the statistical associations identi ed by Al/ML models into

causal relationships, thereby improving the transparency and trustworthiness of model outcomes.

Chapter 3 presents the proposed implementation for the predictive fault detection use case in wireless
networks. It introduces a methodology for Fault Management data prediction (BS-triggered alarms)
based on the historical occurrence of previous alarms. The chapter begins by discussing the rele-
vance of automating fault prediction in wireless networks, in contrast to the traditional manual and
reactive approach. It then examines Fault Management data, comprising alarm occurrences in a real-
world wireless network, highlighting different alarm types, severity levels, and statistical associations.
Following this, this chapter details a proposed supervised ML methodology for predicting a target
alarm, relying on past occurrences of all observed alarms. The implementation process is described,
focusing on a set of ten representative target alarms and covering steps such as data collection,
feature extraction, model training, and validation. The results demonstrate the model's capability to
predict critical alarms with up to 60 minutes of lead time. The chapter concludes with a discussion on

the role of predictive fault detection in enabling self-healing operations in wireless networks.

Chapter 4 explores the use case of root cause analysis for network performance issues, speci cally
focusing on detecting low throughput situations using data from a live network. The chapter begins
by introducing a SGCN framework that combines Performance Management data with the location
and topology characterisation of BSs to identify performance degradation. This approach takes into
account the mutual dependencies between neighbouring BSs. The methodology includes data pre-
processing, feature selection, and the use of XAl techniques to identify the most in uential variables
associated with low throughput events. The chapter concludes with an in-depth analysis of the results,
comparing them with previous approaches and emphasising key factors such as time dependency;,

distance, and the spatial orientation of the BSs under consideration.



Chapter 5 looks into the use case of monitoring and optimising the energy sustainability of BSs,
introducing the Energy Sustainability Framework. The chapter begins with an overview of Energy
Ef ciency and Spectral Ef ciency in wireless networks introducing the Energy Sustainability Class, a

composite metric which allows the classi cation of BSs into four classes - A, B, C, or D - considering
their energy and spectral ef ciency. The chapter then explains the application of XAl techniques to
identify the most impacting root cause factors affecting the Energy Sustainability Class. It concludes
by validating the complete Energy Sustainability Framework with real-world data and discussing its

potential for optimising wireless networks following an energy-ef cient approach.

Chapter 6 Building on the Energy Sustainability Framework introduced in the previous chapter, this
chapter delves into observational causal inference techniques to establish causal relationships be-
tween the underlying network counters. Leveraging a combination of ML techniques and domain
expertise, a causal graphs analysis was conducted to represent the assumed causal relationships be-
tween variables. The objective is to compute the average treatment effect using various techniques,
with the average CQI serving as the treatment variable and the ESC with class A as the outcome.
The chapter also includes a sensitivity analysis to assess the robustness of the results, considering
the potential impact of unobserved factors. It concludes with a discussion of the signi cance of these

ndings and their implications for advancing Al adoption in wireless networks.

Chapter 7 presents the nal comments to this date and outlines future research directions.
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This chapter provides an overview of wireless networks, describing their technological evolution and
addressing the current sustainability challenges faced by MNOs. It examines ongoing efforts in net-
work automation across various use cases that leverage live network data, including fault detection,
root cause analysis, performance optimisation, and energy ef ciency. A detailed characterization of
different data sources is presented, with a focus on the data used in this research for implementing
AlI/ML models. As networks grow in complexity, AI/ML techniques play an increasingly critical role in
enhancing automation, improving ef ciency, reducing costs, and supporting sustainable operations.
Additionally, causal inference and causal discovery are introduced as key methods to strengthen trust

and con dence in the adoption of Al/ML approaches for wireless network applications.

2.1 Foundations of Wireless Networks

This section offers a historical overview of wireless networks and the internet, introducing key de -
nitions and tracing their evolution from legacy Radio Access Technologies (RATS) to the current 5G,

with a look ahead to the upcoming 6G.

2.1.1 Wireless Networks Background

When Motorola engineer Martin Cooper made the rst mobile phone voice call in 1973 [33], the
internet and wireless networks existed as two entirely separate domains. The internet started as an
internal network for data transfer between a few universities and research centres in the United States,
under the management of the Advanced Research Projects Agency (ARPA). The internet then entered
its commercial phase (1984-1989), facilitated by the upgrading of backbone links, the development
of new software programs, and the growing number of interconnected international networks [34].
In parallel, packet radio networks found commercial use in wide-area wireless data services, rst
introduced in the early 1990s [35]. Successive waves of wired and wireless technologies, combined
with the internet's rapid growth - accelerated by the introduction of smartphones in 2007 - expanded,
the internet into a global space for social interaction and digital services - including communication,

entertainment, and mobile payments - reaching billions of users around the world [36—-37].

Some wireless networks terms are worth clarifying beforehand due to their prevalence in this work:

« Radio Access Technology (RAT) - A comprehensive term which refers to the several gener-
ations of terrestrial wireless access technologies deployed in cellular mobile networks, such as

Second generation (2G), Third generation (3G), 4G, 5G, and the forthcoming 6G.

« Remote Radio Units (RRUs) - These units are typically mounted on towers, rooftops, or other
elevated structures. They include Radio Frequency (RF) power ampli ers and antennas and

handle the transmission and reception of radio signals.
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Baseband Units (BBUs) - Within a wireless infrastructure these are responsible for signal pro-
cessing, control, and communication between the core network and the Remote Radio Units
(RRUs). Moreover, additional transmission equipment (e.g., routers), recti ers and cooling

equipment are required to ensure connectivity with the core network.

Cell - Represents a geographic area served by a single radio transceiver, associated with a
speci ¢ frequency band. Cells are the foundational units of the network, designed to ef ciently

manage radio frequencies, enhance network capacity, and enable seamless mobile connectivity.

Base Station (BS) - Denotes a group of one or more cells deployed at a given network location,
operating on particular RATs and using a speci ¢ duplex mode (Time Division Duplex (TDD) or
Frequency Division Duplex (FDD)). Moreover, active and passive equipment is required for the

BSs' operation, notably the Baseband Units (BBUs), the RRUs, and the antennas.

Operation and Support Subsystem (OSS) - A critical part of the wireless network architecture.
It serves as the backbone for managing, monitoring, and maintaining the network’s infrastructure

and services, including the collection of network statistics.

Spectral Ef ciency - It is measured by the ratio of data throughput to the available bandwidth.
This indicator represents the ef ciency of the wireless channel in delivering satisfactory QoS to

end-users, taking into account the available radio resources at each BS.

Energy Ef ciency - The ratio of the data volume to the energy consumption. This metric repre-
sents the ef ciency of the wireless channel in providing the target QoS to end-users considering

the used energy.

PM counters - The performance indicators generated by the Operational Support System

(0SS), which are used to quantify the performance of each BS.

FM counters - These indicators are reported by the BSs, indicating abnormal events (alarms)

which can be classi ed into different types and severity levels.

EM counters - These indicators include energy consumption metrics generated by BSs, specif-

ically detailing consumption per RAT.

2.1.2 Sustainability of Wireless Networks in the Digital Age

As highlighted in [34], humanity is undergoing the fourth scienti ¢ revolution, with the information age

transforming society into a global digital ecosystem. While the democratisation of knowledge and

information through wireless networks and the internet offers signi cant bene ts, it also places un-

precedented pressure on MNOs to evolve network infrastructures sustainably, balancing investments

to meet growing demand with rising energy costs and environmental challenges.
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2.1.2.1 Sustainability Challenges in Wireless Networks

The convergence of the internet and wireless networks over the past 50 years has driven exponential
connectivity and digital transformation. This evolution has enabled unprecedented access and growth
- projected to reach 7.1 billion mobile users by 2025 [36] and over 5.1 billion internet users [37].
However, the substantial costs and complexities of deploying and maintaining these networks pose

signi cant sustainability challenges for MNOs.

Despite the rapid global deployment of 5G, the transition from 4G has not delivered the anticipated
nancial or operational gains for MNOs [2]. Its economic impact remains uncertain, with limited ev-
idence of reducing operational costs or driving new services through innovations such as network
slicing [38—39]. Considering the scale of investment and rising operational costs, long-term sustain-
ability has become a central concern in the telecommunications sector [40]. In response, MNOs
are evolving their operational models, notably through Al-driven automation initiatives. Among these,
Generative Arti cial Intelligence (GenAl) is emerging as a key enabler, improving service personali-

sation and operational performance, including energy usage [41].

2.1.2.2 Energy Ef ciency in Wireless Networks

In recent years, the EE of BSs has become a major concern for MNOs, driven by rising energy costs
[42] and the global push to reduce CO, emissions to ght climate change [43]. Global CO , emissions
from fossil fuels and industry reached a record 37.6 gigatons in 2023, surpassing pre-pandemic lev-
els [43-44]. If this trend is not reversed within the next decade, it could irreversibly damage natural
ecosystems [45]. Although telecommunications is hot among the highest-emitting industries, it still
accounted for approximately 3-4% of global emissions in 2022 [46—47], broken down into direct emis-
sions (4%), indirect emissions from purchased energy (25%), and other indirect emissions related to
external products and services (71%). At the same time, energy costs are increasingly seen as a

nancial risk for MNOs, with direct impacts on pro tability [47].

In response, the telecommunications industry is implementing energy-aware strategies and pursuing
net-zero emissions by 2050 [48]. These include switching off legacy 3G networks, optimising BS
con gurations, and adopting Radio Access Network (RAN) sharing or neutral host models to reduce
infrastructure redundancy [49-51]. Additionally, leading MNOs have reduced indirect energy emis-
sions by over 50% by shifting to renewable energy sources over the past decade [45, 52]. In wireless
networks, BSs account for 75-80% of total energy consumption [45, 53]. While deploying more BSs
would help accommodate rising user traf ¢ - expected to grow over 20% annually until 2029 [19] - this
would result in increased energy consumption. Moreover, initial expectations that 5G would reduce
overall network consumption have not materialised. A survey of 65 MNOs found that 69% reported

higher energy use with 5G compared to 4G in the short term [54], echoing broader concerns about
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the lack of publicly available data on 5G energy impacts [55].

Looking ahead, transitioning from the traditional load-centric approach to service-centric networks
requires coordinated resource optimisation, balancing the desired QoS with energy and cost ef ciency
[56-57].

2.1.3 Legacy Technologies: 3G/4G

The 3G mobile cellular system was developed by the 3GPP and introduced in the early 2000s, mark-
ing a signi cant advancement in mobile communications. Central to this evolution was the Universal
Mobile Telecommunications System (UMTS), which utilised Wideband Code Division Multiple Access
(WCDMA) to provide enhanced data rates and improved user experiences. In North America, the 3G
standard derived from CDMA (CDMA2000) was prominent, offering high-speed data and voice com-
munications and representing a substantial improvement over previous 2G technologies. Additionally,
Wireless Application Protocol (WAP) played a crucial role by enabling mobile internet access and web
services on early mobile devices with limited processing power and smaller screens. Following these
advancements, High-Speed Packet Access (HSPA) was introduced, further enhancing 3G networks.
HSPA includes High-Speed Downlink Packet Access (HSDPA) and High-Speed Uplink Packet Access

(HSUPA), which signi cantly improved data speeds and overall network performance.

The 4G era, introduced around 2010, marked another major milestone in mobile communications
with the deployment of Long Term Evolution (LTE) as the rst generation to be fully Packet Switched
(PS). This transition replaced the traditional Circuit Switched (CS) domain with all-Internet Protocol
(IP) networks, dramatically enhancing bit rates and reducing latency. A notable feature of 4G was the
implementation of Multiple Input Multiple Output (MIMO) technology, which improved network capacity
and performance by utilising multiple antennas at both the transmitter and receiver ends. Orthogonal
Frequency Division Multiple Access (OFDMA) was used in LTE to ef ciently manage the frequency
spectrum by dividing it into orthogonal sub-carriers. Additionally, 4G laid the foundation for the growth
of the Internet of Things (IoT) and Machine to Machine (M2M), enabling a wide range of connected
devices and applications with its enhanced speed and capacity, thus supporting the expansion of

smart technologies and interconnected systems.

2.1.4 5G - New Radio

The 5G was introduced in the early 2020s under the New Radio (NR) framework. In the next subsec-

tions, a summary of the main enabling technologies and advancements over 4G is provided.
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2.1.4.1 5G - Physical Layer

The 5G physical layer de nes how data is transmitted, modulated, and accessed over the radio in-
terface. Building on 4G's mobile broadband capabilities, 5G introduces three service categories:
Enhanced Mobile Broadband Communications (eMBB) for higher data rates, massive Machine Type
Communications (mMTC) to support high device density, and Ultra Reliable Low Latency Commu-
nications (URLLC) for applications requiring ultra-low latency and high reliability. It also extends the
frequency range from 410 MHz to 71 GHz, grouped into three Frequency Ranges (FRs) [16]: FR1
(410 MHz-7.125 GHz), FR2-1 (24.250-52.6 GHz), and FR2-2 (52.6-71.0 GHz). Additionally, the max-
imum per-carrier bandwidths increase to 100 MHz in FR1, 400 MHz in FR2-1, and up to 2000 MHz in

FR2-2 (reserved for future use), compared to 4G's 20 MHz limit.

The structure of the physical channels for data transmission and control was preserved in 5G, al-
though optimised to support higher data rates and more complex network scenarios [17]. In the
downlink, the Physical Downlink Shared Channel (PDSCH) transmits user data while the Physical
Downlink Control Channel (PDCCH) carries control signalling, and the Physical Broadcast Channel
(PBCH) periodically broadcasts essential system information to the User Equipments (UESs). In the
uplink, the Physical Uplink Shared Channel (PUSCH) carries user data, the Physical Uplink Con-
trol Channel (PUCCH) reports channel quality to assist link adaptation, while the Physical Random

Access Channel (PRACH) supports initial and random access, including handovers.

One of the signi cant advancements in 5G is the adoption of a more exible numerology, which
contrasts with 4G's xed sub-carrier spacing of 15 kHz and a xed slot duration of 0.5 ms. In 5G, the
sub-carrier spacing, denoted by f, is dynamic and can vary depending on the speci ¢ frequency
band and use case. The sub carrier spacingisdenedas f =15 2 kHz, where isanumerology
factor that adjusts based on the use case [15]. In addition to dynamic sub-carrier spacing, 5G also
introduces variable slot duration, denoted as  , which is adjusted based on . The different sub-

carrier spacing options and transmission slot durations are shown in Table 2.1.

Table 2.1: 5G exible numerology per frequency ranges and use cases [15-16].

[ms] f [KHz] Frequency Range Typical Use Case

0 1 15 FR1 (sub 6 GHz) Low mobility, Legacy 4G compatibility

1 0.5 30 FR1 Higher capacity or mobility scenarios

2 0.25 60 FR1 and FR2-1 Improved latency, URLLC

3 0.125 120 FR2-1 millimeter-wave (mmWave), URLLC, eMBB
4 0.0625 240 FR2-1 Extreme throughput, very low latency

5 0.03125 480 FR2-2 Reserved for future use

6 0.015625 960 FR2-2 Reserved for future use

The 5G framework retains the same Modulation Coding Schemes (MCSs) and OFDMA multiple ac-
cess scheme as 4G, with 12 sub-carriers per Physical Resource Block (PRB) and 14 symbols per
slot duration. In this context, the number of bits transmitted per symbol depends on the modulation

scheme, which is mapped to each sub-carrier. Table 2.2 provides the supported modulation schemes,
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along with explicit calculations for the number of potential bits transmitted per symbol, per PRB per

Orthogonal Frequency Division Multiplexing (OFDM) symbol, and per PRB per slot duration [15].

Table 2.2: Supported modulation schemes in 5G and potential number of bits per PRB per slot [17].

Modulation Bits per Symbol Bits per PRB per Bits per PRB per
Scheme OFDM Symbol Transmission Slot ( )
QPSK 2 12 2=24 24 14 =336
16-QAM 4 12 4=48 48 14=672
64-QAM 6 12 6=72 72 14 =1008
256-QAM 8 12 8=96 96 14=1344

Finally, the effective number of bits transmitted per slot () and per PRB depends on the adjusted

number of bits per modulation symbol, considering the coding rate associated with the selected MCS.

In addition to these improvements, massive Multiple Input Multiple Output (mMIMO) and beamform-
ing signi cantly enhanced 5G's network capacity and coverage. mMIMO increases the number of
antennas, enabling more ef cient use of resources and higher data rates. Beamforming focuses
transmission power toward speci ¢ users, reducing interference and improving energy ef ciency at

both the BS and UE. Ongoing research into antenna technology continues to support these advance-
ments. For instance, high-isolation, ultra-wideband MIMO antenna systems are being proposed for
5G smartphones [58], while macro BSs bene t from substrate-integrated waveguide MIMO antennas,

offering low-cost, high-power handling, and easy integration with radio circuits [59].

2.1.4.2 5G - Architectures

Considering the different strategies for 5G deployment, the 3GPP presented two main alternative
architectures, which encompass several sub-alternatives [2]. To meet urgent deployment needs, a
Non-Standalone (NSA) NR version was proposed, which utilises the core network components of the
4G, constraining 5G capabilities. To support full 5G capabilities, a Standalone (SA) version is con-
sidered with a native NR core network, as explained in [2]. The two typical types of architecture are
depicted in Fig. 2.1: the NSA NR and the SA NR. In SA mode, as showcased on the right side of

Fig. 2.1: Comparison between SA NR and NSA NR architectures) (adapted from [2]).

the gure, the UE is connected directly to the 5G core network, but for seamless service continuity
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and interoperability with existing 4G LTE networks, an N26 interface facilitates inter-working between
the 5G core and the 4G core. In contrast, the NSA mode, as depicted on the left side of the g-
ure, inherently relies on the 4G LTE infrastructure for control signalling and uses 5G NR primarily for
enhanced data throughput, so the N26 interface is not required. Notably, only the SA architecture
enables the 5G End-to-end (E2E) network capabilities, such as fast initial access and data transmis-
sion, network slicing, and Multi-Access Edge Computing (MEC), which are enabling technologies for
exploring new service opportunities in Business-to-Business (B2B) markets. However, as noted in [2],
considering the substantial investments in 4G networks over the past decade, MNOs face nancial
challenges in funding large-scale 5G deployments. While 5G offers advanced features, its higher fre-
guency bands result in higher path loss, making it harder to maintain continuous coverage compared
to 4G, which operates on lower frequency bands. This can lead to frequent inter-system inter-RAT
mobility between 4G and 5G in SA deployments, thus degrading user experience. Conversely, NSA
deployments, which anchor in LTE evolved packet core, only involve intra-system intra-RAT mobility,

potentially offering better performance in terms of seamless mobility.

2.1.4.3 Virtualisation in 4G and 5G: NFV, SDN, and O-RAN

A key advantage of network virtualisation is its ability to decentralise the RAN components, fostering
competition and enhancing exibility in architecture management. This paradigm shift is depicted in
Fig. 2.2, showcasing the different options for unbundling of the 4G or 5G RAN components, notably
the Central Unit (CU), Distributed Unit (DU), and RRU components. Traditional centralised RAN

Fig. 2.2: Various functional splits of the ORAN architecture (adapted from [3]).

architectures rely on a proprietary fronthaul protocol, the Common Public Radio Interface (CPRI), that
manages all fronthaul high-layer processing functions. This is depicted in Fig. 2.2-a), showcasing
the functional split Option 8. However, the deployment of 5G networks brings increased data rates
and stringent low latency requirements, necessitating different split options for fronthaul bandwidth

requirements.
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New open fronthaul interface speci cations for 5G are being developed by the Open Radio Access
Network (ORAN) [60], providing control and user plane speci cations. The new distributed architec-
ture brings more exibility, allowing adaptation of fronthaul and backhaul network planning according
to the latency and bandwidth requirements of speci ¢ services. This supports customised network
slices for multi-tenant services, translating into several functional splits of the fronthaul architecture,
as depicted in Fig. 2.2 b), c¢), d) and e). Since the slices are deployed over a common and shared

infrastructure, the functional split must dynamically adjust to the demands of the service providers.

Network Function Virtualization (NFV), MEC, and Software De ned Networks (SDN) play crucial roles
in the evolution of 5G by virtualizing network functions, providing cloud computing capabilities at
the network edge, and facilitating exible, programmable network management, as noted in [61].
Along the same lines, in [62] it is discussed the integration of SDN and NFV technologies resulting
in a smarter, more adaptable, scalable, and cost-ef cient 5G infrastructure. Moreover, a federated
learning approach for fog networks, comprising decentralised computing infrastructure, brings data

processing, storage, and networking services closer to the edge is proposed in [63].

2.1.4.4 5G - Network Slicing

Network slicing in 5G leverages SDN and NFV to enable multiple virtual networks on a single phys-
ical infrastructure. This allows for elastic capacity expansion, fast service deployment, and ef cient
updates. Operators can tailor network slices for speci ¢ use cases, such as eMBB, mMTC, URLLC,
0T, and critical communications, addressing diverse industry needs [64—65]. Combining slicing with
modularisation, cloudi cation, virtualisation, and softwarization creates logically separated networks
that can be allocated to various tenants like MNOs, Mobile Virtual Network Operators (MVNOs), and
others, improving resource allocation and reducing costs. Emerging business models, including on-
demand capacity, wholesale-only networks, and Over The Top (OTT) providers offering QoS, enable
ef cient management of customer bases while lowering operational costs. Fig. 2.3 illustrates a sim-

pli ed E2E network slicing architecture extending beyond the core to the access network.

Fig. 2.3: Network slicing architecture example (adapted from [4]).
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In the bottom part of Fig. 2.3, the RAN and transport infrastructures provide Infrastructure as a Ser-
vice (laaS) for the Virtual Network Functions (VNFs). The upper layers represent the virtualisation
platform, which utilises the laaS layer below to service the VNFs. All virtual network functions are
managed through NFV and SDN. This setup forms a logical network composed of multiple network
slices that may use the same or different VNFs in speci ¢ service chains, described as Network as a

Service (NaaS).

A concrete example of the application of network slicing enabling E2E multi-tenant slicing is envis-
aged in [5], where network assets such as spectrum, coverage access, and capacity can be traded
between agents with temporary excess supply and others with excess demand. The proposed ar-
chitecture is depicted in Fig. 2.4 introducing a "Network Slice Auctioneer" with northbound external
interfaces toward third parties, where SDN and NFV are used to improve scalability by virtualising

and decomposing logical network functions into inter-operating sub-functions.

Fig. 2.4: Heterogeneous ecosystem of sharing partners (adapted from [5]).

Another example, using automated management relying on network data analytics is proposed for
real-time reaction to slice life cycle phases, from admission control to dynamic core and access
networks resource allocation. An Al-based framework for slice management, outlining three major
phases: admission control, network resource orchestration, and radio resource scheduling, is pro-

posed in [6] and depicted in Fig. 2.5.

Fig. 2.5: Network slicing framework (adapted from [6]).
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2.1.4.5 5G - Current Deployments

Two perspectives will be provided to assess the implementation status of current 5G deployments.
The rst explores different deployment strategies, focusing on incremental deployments built on legacy
infrastructure versus disruptive native 5G deployments. Building upon these baseline architectures,
the second analysis offers a comprehensive view of the worldwide approaches. Finally, a discussion

on the sector's challenges will be presented, addressing both technical and economic issues.

By the end of 2023, global 5G connections exceeded 1.5 billion, making it the fastest-growing mobile
broadband technology ever. Fig. 2.6 compares the adoption rates of 3G, 4G, and 5G until reaching
1.5 billion active connections. The x-axis represents the number of years since launch, while the

y-axis shows the number of active connections.

Fig. 2.6: Number of 3G, 4G and 5G connections globally since launch [7] (adapted).

Fig. 2.6 reveals that 5G reached that level in approximately 3.5 years, while it took 10 years for 3G
to reach the same milestone and more than ve years for 4G. However, as highlighted in [2], despite
this rapid adoption a new digital divide is emerging between countries, considering the type of 5G
architectures deployed, notably SA or NSA. Consequently, the same authors emphasise that even
in nations with 5G, the technology has not yet ful lled its potential for digital transformation, eco-
nomic impact, or commercial value. This underscores the need for strategic interventions, supportive

policies, and targeted investments to ensure equitable 5G development and bene ts worldwide.

In [2], a 5G Connectivity Index is proposed to assess the current level of deployment of 5G in different
countries and MNOs. The 5G Connectivity Index evaluates 5G development through a framework
consisting of two main categories: infrastructure and services, each accounting for 50% of the total

score. The infrastructure criterion is subdivided into three key components: network, spectrum, and
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experience. Network considerations include the number of 5G BSs (40%), coverage (40%), and
SA 5G (20%). Spectrum is assessed based on the availability of low-band (45%), mid-band (45%),
and mmWave (10%) frequencies. The experience component evaluates download speeds (40%),
upload speeds (30%), latency (10%), and video quality (20%). The services criterion encompasses
three components: affordability, adoption, and market development. Affordability is split between
5G data affordability (50%) and device affordability (50%). Adoption is measured by 5G subscriber
penetration (50%), device shipments (30%), and Fixed Wireless Access (FWA) penetration (20%).
Market development is gauged by data traf ¢ per user (70%) and revenue growth (30%). Fig. 2.7

presents the assessment of 39 countries based on this comprehensive framework.

Fig. 2.7: Score results by 5G Connectivity Index categories (services and infrastructure) [7].

The examination of the Fig. 2.7 reveals that, although some countries, notably the United States,
Finland, and Kuwait, show balanced scores in their 5G deployments considering services and in-
frastructures, many others, such as India and Mexico, have limited scores. The authors in [2] also
underscore the limited deployment of 5G SA networks, with only a few markets achieving full adoption.
The main challenges include device support and inconsistent spectrum policy. Overall, the 5G market
development is still in its early stages. Despite the growth in data consumption, most data-intensive
5G use cases are developing. The focus is now on monetising 5G use cases, particularly in the
B2B segment, which is expected to drive signi cant revenue. Furthermore, developing 5G advanced
functionalities remains a future challenge. The evolution of 5G-Advanced, notably integrating Al and
non-terrestrial networks, is expected to drive signi cant improvements in various indicators and open

new commercial opportunities.
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2.1.5 6G - The New Frontier

The evolutionary vision from 5G to 6G was rst formalised in 2023, re ecting the collective input

of International Mobile Telecommunications (IMT) experts working under the auspices of the Radio-
communication sector of the International Telecommunication Union (ITU-R) [8]. This collaboration
resulted in the formulation of the IMT-2030 Framework, which outlines the development path from
the previous IMT-2020 toward commercial realisation around 2030. The standardisation process for
6G is anticipated to begin in 2025 [66], initiating the next phase of wireless networks progress. The
envisaged evolution is depicted in Fig. 2.8, where the three main use cases de ned in IMT-2020 are

shown at the centre, expanding into six use cases targeted for 6G.

Fig. 2.8: ITU-R vision for 5G to 6G evolution [8].

As shown in Fig. 2.8, the new IMT-2030 framework for 6G is structured around four strategic pillars:
Sustainability; Security and Resilience; Connecting the Unconnected; and Ubiquitous Intelligence.
Beyond simply addressing technical constraints, the pillars of 6G re ect a growing ambition to extend
wireless systems beyond traditional communications and into a societal infrastructure designed to link
physical, digital, and biological systems through pervasive intelligence and uninterrupted connectivity.
The envisioned functions include remote robotic surgery, autonomous mobility, predictive infrastruc-
ture maintenance via digital twins, large-scale immersive education, and Al-enabled personalised

healthcare [8, 67—-69].

The 6G use case scenarios include enhanced versions of the core 5G categories - eMBB, mMTC,
and URLLC - which evolve respectively into Immersive Communication, Massive Communication,
and Hyper-Reliable Low-Latency Communication. Furthermore, three new use cases are considered:
Integrated Sensing And Communication (ISAC), Al and Communication, and Ubiquitous Connectivity
(see Fig. 2.8). This evolution aims to address a wider range of application domains with more stringent

performance requirements [68].
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2.1.5.1 Enabling Technologies for 6G

Emerging channel access and multiplexing technologies such as Non-Orthogonal Multiple Access
(NOMA), Beam Division Multiple Access (BDMA), and IM-OFDM aim to boost SE and network ca-
pacity by enabling resource sharing between users, exploiting spatial diversity, and integrating multiple
sensing observations, surpassing traditional OFDM systems [70]. In parallel, Recon gurable Intelli-
gent Surfaces (RISs) are being explored to improve signal transmission, coverage, and ef ciency by
dynamically altering radio wave properties. Their role in 6G is emphasised in [71], which describes
how RISs re ect BS signals with externally controlled phase shifts, enabling constructive or destruc-

tive signal combination at the receiver and supporting mMIMO 2.0.

Further enhancements address high-frequency challenges. As noted in [72], 6G aims to deliver
intelligent services over millimetre and Tera-Hertz bands, where semantic communications are pro-
posed considering the challenging radio propagation scenarios at such frequencies, focusing on the
received data's meaning, notably its relevance and context. [73] expands on this by introducing ML
approaches, notably Federated Learning (FL), a distributed method where devices collaboratively
train models without data exchange. This decentralised approach is further supported in [63, 74], as
growing device capabilities make FL increasingly viable. These technologies collectively extend 5G's

foundations to enable next-generation use cases.

2.1.5.2 Expanded 5G Application Scenarios

Immersive Communication expands upon 5G's eMBB to support applications such as Holographic-
Type Communication (HTC) and Extended Reality (XR), offering richer and more interactive experi-
ences. The enhanced data rates and ultra-low latency enable experiences that integrate virtual and

physical worlds, transforming elds such as education, remote collaboration, and entertainment [75].

Massive Communication builds on 5G's mMTC to support an ultra-massive humber of heteroge-
neous devices in the Internet of Everything (IoE), moving beyond the current I0T paradigm. This
includes highly diverse smart devices ranging from home automation to large-scale environmental
sensors. The 6G's massive communication capabilities will integrate advanced security mechanisms

to meet new connectivity and sensing demands, notably using blockchain-based solutions [76].

Hyper-Reliable and Low-Latency Communication expands upon 5G's URLLC to enable mission-
critical applications requiring ultra-reliable, near-instantaneous communication. These include au-
tonomous industrial operations, robotic surgery, and smart transportation systems [77]. In particular,
future airspace management involving Unmanned Aerial Vehicles (UAVs) and unmanned traf c man-

agement systems will rely heavily on the ultra-reliable, low-latency capabilities of 6G [78].
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2.1.5.3 New 6G Application Scenarios

Integrated Sensing and Communication (ISAC) marks a major shift in 6G applications by com-
bining sensing, localisation, and communication functions within the same hardware and spectrum
resources. ISAC relies on wireless sensing at the BS level, using digital receivers and advanced
signal processing to detect changes in radio wave propagation. This enables high-precision device
positioning and real-time environmental mapping, allowing for the creation of digital twins of the phys-
ical world [69]. Future ISAC-enabled wireless systems will capture spatial and temporal information
not only from connected devices, but also from passive objects like vehicles, pedestrians, and build-
ings. This capability supports applications such as high-resolution imaging, gesture and posture
recognition, real-time 3D mapping, and high-precision localisation. Such features are expected to
bene t sectors including autonomous driving, smart cities, industrial automation, digital health, and
immersive XR. The integration of radar and communication in distributed MIMO networks enables
both joint localisation and high-speed data transfer [79]. Reviews highlight how multi-antenna sys-
tems and RISs strengthen the link between sensing and communication [80-81]. Other use cases
include drone detection through CommSense [82] and Vehicle-to-Everything (V2x) sensing in vehic-

ular networks, where target re ectivity and road layout in uence sensing accuracy [83].

Al and Communication introduces intelligent, adaptive wireless networks powered by ML and Al
algorithms. These systems can optimise resource allocation, predict traf ¢ demands, detect anoma-
lies and react in real-time. The Al integration also enables a new class of autonomous services,
such as collaborative robotics, predictive maintenance, and self-organising networks in domains like
manufacturing and transportation. The fusion of Al with communication infrastructure is central to the

development of context-aware, self-optimising 6G self-healing systems [84].

Ubiquitous Connectivity —addresses the ambition of achieving seamless, global, and persistent con-
nectivity across terrestrial, aerial, maritime, and space domains. 6G aims to extend high-capacity
network access to underserved regions and challenging environments, enabling applications such as
autonomous underwater exploration, remote healthcare services, and satellite-to-ground integration.
As discussed in [85], underwater wireless networks are expected to play an increasing role in mon-
itoring and exploration, where energy-ef cient operation is essential due to the constrained power

resources of submerged devices.

2.1.6 Wireless Technological Generations Summary

A summary of the wireless generation waves and an outlook of the upcoming 6G is presented in

Table 2.3. This table includes reference information compiled from [67, 69, 71, 73, 86—87])
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Table 2.3: Comparison of wireless generations: from 3G to 6G.

Gen- Standards and Mobility .
Data ) L Fre- Mul- First
era- Year Enabling Applications Latency Sup- . ]
; Rate - quency tiplexing Launch
tions Technologies port
Data, Video
UMTS, T 200-
3G 22%%%' Ms . CDMA2000, Cﬁ?fﬁreﬂgmg' 400 - 1(;6sz WCDMA  Japan
P WAP, HSPA gh quality ms
audio
Broadband up to
4G 22%12%' |v2|t?05 LTE, MIMO Internet, loT, 50&]1500 350 ngz'a OFDMA igfég
P M2M, Wearables km/h
eMBB, URLLC, OG'ﬁ'Z
NR, mMIMO, mMTC, Virtual up to ;
s 2020- 4 Gbps  NFV, SDN, MEC, Reality (VR), 1-10 500 24-53 OFDMA  South
2030 S ms GHz, and Korea
Network Slicing Augmented km/h
Reality (AR) 53-71
y GHz
Integrated Al, V2x, HTC, Tactile
Cognitive Radio, Internet,
2030— Symbiotic Radio, Intelligent <7 GHgz,
2035 Blockchain, RIS, Transport and 01-1 Upto 7-24 OFDMA, South
6G (esti- 1 Thps ISAC, Enhanced Logistics, ;"ns 1000 GHz, 95 NOMA, Korea
mated) Coverage and Intelligent and km/h GHz-3 BDMA
Security, Automated THz
Positioning, Machines, XR,
mMIMO 2.0 IoE

2.2 Network Data: Sources, Characterisation and Challenges

This section explores the various types of network data generated by wireless networks, their charac-

teristics, and the challenges associated with managing them in the context of Al-driven automation.

2.2.1 Network Data Sources

Fig. 2.9 illustrates the primary network data sources for automation and optimisation, which can be

extracted from the OSS and other systems, including Performance Management (PM), FM, Energy

Management (EM), and network topology data.

Fig. 2.9: Considered types of network data used in this work.

A brief description of each data source and its associated information is provided below:

« Performance Management (PM)

— The PM function periodically collects system KPlIs, support-

ing fault diagnosis, system con guration, trend analysis, and network optimisation by predicting

traf c patterns and improving operational ef ciency.
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» Fault Management (FM) - Involves alarms and logs that help detect, diagnose, and resolve

network failures, minimizing service disruptions.

» Energy Management (EM) — Covers energy consumption metrics at the base station and net-

work levels, supporting energy-ef cient operation strategies.

» Network Topology Data — Provides structural information about network elements, including
BS locations, BS con gurations, antenna types, tilts, azimuths, installation height, geographical

coordinates, frequency bands, and neighbour relations.

Next, a brief overview of the data used in this research will be presented, focusing on both qualitative

and quantitative aspects.

2.2.2 Description of the PM/EM Data Used in this Research

The PM and EM data used in this research was extracted from live 4G/5G networks using equip-
ment from the same RAN supplier [88]. The extracted raw tabular data consists of time-stamped
rows with hourly granularity and columns containing descriptive information and PM/EM counters.
The descriptive information includes BS and cell codes, which follow the MNO's coding rules, while
PM/EM counters contain numerical values representing various KPI measures, such as traf c, radio
resource management, and other network performance metrics. This data, for a set of N, BSs with

characteristic input features, forms a time-series of length T, resultingin N = N, T observations.

In this thesis, three PM/EM datasets were used across different use cases: "Dataset 1" (root cause
analysis), "Dataset 2" (energy sustainability and causal analysis), and "Dataset 3" (energy sustainabil-
ity). Dataset 1 was collected from a predominantly rural area with some urban spots, while Datasets 2
and 3 were obtained from a denser region on the outskirts of a major European city, covering a mix of
urban and suburban areas. Table 2.4 provides a detailed quantitative and qualitative characterisation
of these datasets.

Table 2.4: Characterisation of the used PM/EM datasets based on quantitative and qualitative data.

Category Dataset 1 Dataset 2 Dataset 3
Technology 4G 4G 5G

Time Series Length (days) 28 37 37
Number of Counters 232 464 255
Counter Granularity Hourly Hourly Hourly
Number of BSs 19 21 17
Number of Cells 51 182 51
Covered Area (km?) 2500 35 25

Cell Density (km?) 0.02 5.2 2.0

Radio Environment Rural Urban + Suburban Urban + Suburban

As shown in Table 2.4, the three datasets have similar time-series lengths. While all contain a compa-

rable number of BSs, Dataset 2 includes a more extensive set of counters, providing a richer founda-
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tion for diverse automation use case analysis. Moreover, Dataset 2 exhibits a higher cell density per

unit area compared to Dataset 1. Since both datasets pertain to 4G networks, this suggests a much

higher installed capacity in Dataset 2. Conversely, Dataset 3, while not directly compared in terms of

cell density due to its different RAT, offers complementary insights into the higher spectral ef ciency

of 5G. Together, these datasets provide a comprehensive view of both 4G and 5G networks across

diverse radio environments.

The available counters in the PM/EM datasets span ten distinct categories, covering various access

network measurements, including traf ¢, radio resource utilisation, and channel quality. Table 2.5

presents a detailed breakdown of the number of distinct counters collected for each measurement

category across the three datasets.

Table 2.5: Characterisation of the used PM/EM datasets (4G and 5G).

#  Category Dataset 1 Dataset 2 Dataset 3
(4G) (4G) (5G)
1 Measurements Related to Energy Consumption 0 3 3
2 Measurements Related to Algorithm 18 34 21
3  Measurements Related to Channel 64 124 92
4  Measurements Related to Handover 50 88 51
5 Measurements Related to Signaling 4 17 0
6 Measurements Related to QoS Flow 0 0 7
7 Measurements Related to Radio Resources 12 34 31
8 Measurements Related to RRC 14 30 18
9 Measurements Related to Traf ¢ 70 129 28
10 Measurements Related to UE Context 0 5 4
Total Number of Counters 232 464 255

A brief description of each of the network function measurements is provided below:
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. Measurements Related to Energy Consumption - Focuses on energy consumption of net-

work elements, including power saving functionalities to optimise energy ef ciency.

. Measurements Related to Algorithm - Covers performance metrics of algorithms used in net-

work functions such as scheduling, power control, and interference management.

. Measurements Related to Channel - Involves signal quality, interference levels, and overall

radio channel performance in different conditions.

. Measurements Related to Handover - Tracks handover success/failure rates, delays, and per-

formance impacts of mobility management.

. Measurements Related to Signalling - Analyses signalling messages and protocol perfor-

mance for session establishment, maintenance, and release.

. Measurements Related to QoS Flow - Deals with Quality of Service (QoS) metrics, ensuring

proper prioritization and resource allocation for different traf ¢ types.



10.

. Measurements Related to Radio Resources - Examines spectrum ef ciency, resource block

utilization, and scheduling performance of radio access.

Measurements Related to RRC - Evaluates the Radio Resource Control (RRC) connection

setup, maintenance, and release performance.

. Measurements Relatedto Traf ¢ = - Assesses network traf ¢ volume, active users, data through-

put, and congestion levels.

Measurements Related to UE Context - Focuses on UE session and connection parameters,

including mobility and identity management.

To further illustrate the raw data counters in each of the previously mentioned measurement cate-

gories, Table 2.6 presents examples of various 4G/5G PM and EM counters used to measure several

network functions, as outlined in the RAN supplier documentation [18].

Table 2.6: Examples of 4G/5G counters used in measurements related to different network functions [18].

Type Counter RAT Brief Description
L.ChMeas.PRB.DL.Used.Avg 4G  Average number of used downlink PRBs
Measurementg L.ChMeas.PRB.DL.Avail 4G Number of available downlink PRBs
Related to Radio N.PRB.DL.Used.Avg 5G  Average number of used downlink PRBs
Resources N.PRB.DL.Avail.Avg 5G  Average number of available downlink PRBs
L.Thrp.bits.DL 4G Volume of downlink data transmitted in a cell
Measurements  L.Thrp.Time.DL 4G Duration for transmitting downlink data in a cell
Related to Trafc ~ N.ThpVol.DL 5G  Volume of downlink data sent in a cell
N.ThpTime.DL 5G  Duration of downlink data transmission in a cell
VS.EnergyCons.BTS.Adding.LTE 4G Energy consumption of LTE boards and RF modules
Measurements : - : )
Related to Energy L.CeII.Unavall.Dur.Energy_Savmg 4G  Duration of energy saving shut down of RF modules
Consumption VS.EnergyCons.BTS.Adding.NR 5G  Energy consumption of NR boards and RF modules
N.Cell.Unavail.Dur.EnergySaving 5G  Duration of energy saving shut down of RF modules
L.ChMeas.MIMO.PRB.CL.Rank2 4G Used downlink PRBs in CL rank 2 mode
Measurements  L.ChMeas.MIMO.PRB.CL.Rank3 4G Used downlink PRBs in CL rank 3 mode
Related to Channel N.ChMeas.MIMO.DL.Pair.PRB 5G  Number of PRBs paired for downlink MIMO
N.ChMeas.MIMO.UL.Pair.PRB 5G  Number of PRBs paired for uplink MIMO

The counters selected in Table 2.6 are not organised according to any speci c hierarchy or crite-

ria. They were chosen solely to exemplify the actual designations used by the RAN supplier, along

with a brief description of their functions. Figure 2.10 provides a detailed example, illustrating the

time evolution of the rst depicted counter for each category. This gure showcases the pro les of

the selected indicators for measurements related to radio resources (L.ChMeas.PRB.DL.Used.Avg),

traf ¢ (L.Thrp.bits.DL), energy consumption (VS.EnergyCons.BTS.Adding.LTE), and radio channels

(L.ChMeas.MIMO.PRB.CL.Rank?2), each expressed in their correspondent units.
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Fig. 2.10: Examples of PM/EM counters for network function measurements (hourly average per BS).

Moreover, for illustration, the hourly average of each displayed counter is computed across all the
considered BSs. As shown in Fig. 2.10, the various counters exhibit intra-day seasonal patterns, with
reduced activity during the night and peaks during the day, aligning with expected user behaviour.

These patterns are consistent across counters from different categories.

2.2.3 Description of the FM Data Used in this Research

The FM data used in this research pertains to 4G networks and was obtained from a single RAN
provider [89]. The dataset includes P =135 unique alarm types, recorded over a period of T =35
days, totalising 692000 alarm occurrences across 1652 BSs. Although 5G data was also available, its
limited volume led to the decision to focus the research experimental work on 4G FM data. However,
since the FM data formats for 4G and 5G are highly similar, the research remains agnostic to the

speci ¢ RAT.

According to RAN equipment speci cations [90], the observed alarms can be categorised into two
domains: 1) type and 2) severity. The type refers to the root cause associated with each alarm (e.g.,
signalling). The severity indicates the alarm's potential impact on QoS, ranging from a simple warning
to a critical event. In Tables 2.7 and 2.8 the distinct 135 observed alarms are categorised according to

their types and severity levels. Notably, some alarms can present different severity levels, depending
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on the context. Therefore, in Table 2.8 the most frequent severity classi cation was chosen.

Table 2.7: Classi cation type of the FM alarms.

#  Alarm Type Description Examples P
#
1  Communication Communications between devices.  Interruption of communication 5
2 Environment Environmental faults. Hardware temperature 14
3 Hardware Physical resource faults. Board fault 41
4 Power Power supply faults. Out of range output 4
5 QoS Service quality deterioration. Device congestion 1
6 Running Transfer information status. Download end 33
7  Security Security issues detected. Authentication failures. 4
8  Signaling Signaling failures. Radio Signaling link disconnected 16
9  Software Software or processing errors. Version mismatch 4
10  Trunk Transmission links failures. SCTP link failures 13
135

Table 2.8: Distinct alarms in the dataset by severity level.

# Alarm Impacton  Handling P
Level Services Policy #)

1 Critical Very high Immediate action 3
2 Major High To be handled in time 77
3 Minor Low Check-up required 41
4 Warning None Dependent on status 14
135

The intertwined relationships between alarms, considering both their type and severity, are illustrated
in Fig. 2.11. On the left, the four groups represent different severity levels, while the ten groups on
the right represent alarm types. The numbers next to each group indicate the total count of distinct
alarms observed for each category. The width of the links corresponds to the count of distinct alarms

for each severity level and type. The examination of the gure reveals that the most predominant

Fig. 2.11: Observed alarms by severity and alarm type.

alarm type groups are "Hardware" and "Running," with most events classi ed under "Major" severity.
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2.2.4 Practical Limitations of the Data Used in This Research

In this research, the collaboration with CELFINET, a Cyient Company, enabled access to live data from
all relevant sources, comprising a substantial number of observations (approximately 30 days of time
series), which supported the exploration of use cases aligned with the thesis's research objectives. To
preserve con dentiality, speci ¢ details regarding the data’s origin cannot be disclosed, and all identi-

ers that might reveal its source have been anonymised. Access to such data is strictly controlled by
the respective MNO, which generally restricts public availability of real network datasets. This is due
to the sensitivity of information related to network planning, optimisation strategies, traf c behaviour,
and technology deployments, even when no personal data is involved. Furthermore, con dentiality
agreements with customers prevent the release of the dataset for use as a public benchmark. Never-
theless, a comprehensive description of the data characteristics and structure is provided to facilitate

reproducibility and allow for comparative analysis by other researchers.

All the data used in this research comes from a single RAN provider, covering various data sources
for the studied use cases. Although different RAN suppliers do not strictly follow the same formats
- particularly regarding data counter de nitions and certain aspects of sampling and calculation -
domain expertise indicates that the vast majority of counters and their computation methods are very
similar across suppliers. Although the implementations vary, the counters are based on the common
principles de ned in [91-93], enabling their use across suppliers that align with these standards.
Consequently, the proposed methods can be applied to a variety of use cases and RAN suppliers,

regardless of speci c data characteristics.

In summary, three considerations are worth highlighting to further strengthen the generalisation of
the results. First, although the each applied dataset spans approximately 30 days and includes a
substantial number of observations, extending the analysis to longer periods would allow the mod-
els to capture rarer events and more diverse temporal patterns. Second, while the current dataset
includes a range of complementary and varied radio environments, further expanding the diversity
of the sample would enhance the robustness of the models. Finally, although performance counters
are largely standardised across RAN suppliers, the current analysis is based on data from a single
supplier. Broader validation with datasets from additional suppliers would be a valuable step towards

con rming the general applicability of the proposed methods.

2.3 Network Automation for QoS and Ef ciency Optimisation

This section delves into the automation of network functions and applications. First, the ongoing stan-
dardisation efforts by 3GPP are discussed, focusing on 5G network automation and the support of
network data analytics services. The concept of self-healing systems is then examined as a founda-

tion for automated processes, distinguishing between open-loop and closed-loop approaches. Finally,
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an overview of self-healing use cases in wireless networks is presented, outlining the framework for

self-healing operations.

2.3.1 Standardisation Efforts for Network Automation

The 3GPP standardisation bodies designed the 5G system to be Al-enabled, fostering the optimal
allocation and usage of network resources, while 6G is envisioned to be Al-native, embedding Al at
its core [23, 94]. To ensure better modularisation and reach of the 5G network system, the 3GPP
opted for separating the analytics functionality from other core NFs and AFs. The NFs represent the
foundational components that handle network services and control operations, including managing
user equipment, sessions, policies, energy information and other core network functionalities [1, 21].
Conversely, the AFs are specialised entities that interact with NF to enable service-speci ¢ function-
alities. They are responsible for service performance, applying policies or controlling traf ¢ behaviour
based on the data provided by the NFs. The 3GPP centralised the analytics functionality into the
NWDAF [1, 95], which provides network analytics to various NFs and AFs. In this context, AFs rely
on the analytics and insights from NWDAF to adjust network operations to suit speci ¢ application
requirements, such as QoS management or charging policies. Hence, the NWDAF goal is to collect
data from multiple sources and generate insights to optimise network operations, such as improving

QoS and resource utilisation.

One of the most transformative capabilities of NWDAF, as highlighted in [9, 21], is its integration
with ML models, notably with distributed FL allowing NWDAF to train models locally within network
functions or edge nodes without requiring sensitive data to be transmitted centrally. This enhances
privacy and security, making it possible to harness the power of AIML at scale across the network.
As NWDAF collects and processes large amounts of network-generated data, ML algorithms are
used to detect patterns, anticipate network performance degradation, identify its root cause effects,
monitor energy ef ciency, and others. Besides the NWDAF, the 5G system architecture comprises
additional core network functionalities, such as the User Plane Function (UPF), responsible for user-
plane traf c management, QoS enforcement, and traf ¢ forwarding [9, 21]. The architecture also

includes the Session Management Function (SMF), which handles session-related statistics like QoS
metrics, session usage, and policy enforcement. The Network Exposure Function) (NEF) securely
exposes network capabilities to external applications, while the AF utilises these capabilities to opti-
mise application-speci ¢ operations. Furthermore, the Time Sensitive Networking Application Func-
tion (TSNAF) and Time Sensitive Communication Time Synchronization Function) (TSCTSF) support
time-sensitive data ow across the network. Finally, the architecture has been expanded to include
Energy Information Functions (EIFs) to monitor and optimise energy ef ciency across network oper-
ations [9, 21, 24].

The 5G system architecture which allows user plane information to be exposed to some NFs via a
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service-based interface in UPF is depicted in Fig. 2.12.

Fig. 2.12: Architecture to support UPF Exposure via a service-based interface (adapted from [9]).

As shown in Fig. 2.12, the NWDAF is the NF responsible for providing data analytics on the 5G sys-
tem architecture. At present, with 5G deployments underway and 3GPP standardising all the required
speci cations, the complete implementation of NWDAF is possible. The architecture of NWDAF is
de ned in [21] and the detailed speci cation with Application Programming Interfaces (APIs), and

other interfaces, such as Operations, Administration and Maintenance (OAM), is de ned in [9, 20].
The NWDAF includes key functionalities such as [9]: data collection based on events (e.g., provided
by the NFs or AFs; retrieval of information from data repositories; data collection of location informa-
tion; support for ML model training and provisioning, support ML model storage and retrieval; others.
In Fig. 2.13, a general framework for 5G network automation is shown depicting a NWDAF instance
for a speci ed AF, where analytics data can be obtained from the MNO's OAM, AFs and 5G NFs,

delivering curated insights and analytics data to feed the NFs and to the addressed AF.

Fig. 2.13: General framework for 5G network automation (adapted from [1]).

The NWDAF, as shown in Fig. 2.13 is an API layer that provides a standard interface for other network
elements to get analytics. The NWDAF may serve to use cases belonging to one or several domains,
e.g., QoS, traf ¢ steering, dimensioning, security, and others. The input data of the NWDAF may come
from multiple sources. The resulting actions undertaken by the consuming NF or AF may concern
several domains (e.g., Mobility management, Session Management, QoS management, Application
layer, Security management, NF life cycle management). Some example use cases are described
in [1]. At the end of this section, some use cases subject to speci ¢ analysis within this work will be

addressed in more detail.
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2.3.2 Self-Healing Systems

The concept of Self-healing systems arises as a general framework for increased ef ciency, leverag-
ing automation of processual functions. Self-healing systems are de ned in [96] as a hew architecture
for intelligent fault detection, diagnosis and automatic recovery. A complementary perspective can be
found in [10], where self-healing systems are described as systems and processes tied to a self-
managing system and conforming to four self-properties: 1) Self-con guring : The ability to readjust
itself “on the y”; 2) Self-healing : Discover, diagnose, and react to disruptions; 3) Self-optimization :
Maximise resource utilization to meet end-user needs; and 4) Self-protection : Anticipate, detect,

identify, and protect itself from attacks.

In [10], a three-level model for Self-healing systems is proposed. The model is illustrated in Fig. 2.14,

showcasing a system's normal, degraded, and broken states.

Fig. 2.14: State diagram of self-healing systems (adapted from [10]).

The arrows representing transitions between these states denote the three types of action policies:
reaction, routine and re ection. Reaction policies dictate speci ¢ actions to be taken in response to

certain conditions, operating like an IF (Condition) THEN (Action) statement. This mode does not
involve learning; it focuses on immediate response to prede ned triggers. Routine policies de ne

desired states or sets of states, requiring the system to calculate and plan a sequence of actions
to transition from the current state to the target state. This mode involves routine evaluation and
planning, as the system works through established processes to achieve its goals. Finally, re ection
policies generalise goal policies by assigning values to possible states and adjusting these values in
real time based on the current state. This mode is self-aware, utilising historical information, system

capabilities, and the current environment to dynamically solve problems and optimise outcomes.

2.3.2.1 Self-Healing Use Cases in Wireless Networks

The network operations life-cycle can be described by a general framework, known as the PPDIOO,

comprising six steps: Prepare; Plan; Design; Implement; Operate; and Optimise [11]. These proce-
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dures are depicted in Fig. 2.15.

Fig. 2.15: PPDIOO network operations life-cycle (adapted from [11].

After completing the implementation stage of a wireless network, the process illustrated in Fig. 2.15
transitions to the operation phase. This phase focuses on maintaining the desired level of QoS. How-
ever, identifying underperforming BSs may trigger optimisation actions, potentially requiring additional
preparation and planning, thereby restarting the process. The operation and optimisation of the net-
work rely on a Network Operations Centre (NOC), which consolidates the monitoring and analysis of

KPIs and network generated data, such as PM,FM or EM.

Amid the growing reliance on Internet connectivity for personal and business applications, MNOs
face the challenge of deploying NOCs that ensure high network performance with minimal downtime
caused by technical failures while keeping Operational Expenditures (OPEX) low. An emergent strat-
egy to address this challenge is adopting self-healing operations. This new operational paradigm
integrates the traditionally separate operation and optimisation stages into a uni ed framework, align-
ing with the evolution towards 6G networks. This paradigm shift leverages ML-driven strategies to
enhance automation across various network domains, such as FM and PM, enabling intelligent, self-
organizing, and cost-effective solutions to minimise operating expenses. Self-healing operations fo-
cus on detecting performance degradation (e.g., via KPIs), conducting root-cause analysis, enabling
predictive fault detection, and implementing preventive actions to address network faults. These
advancements pave the way for greater operational ef ciency, as demonstrated by initiatives such as
the Cognitive and Automated Network Operations for Present and Beyond (CANOPY) project [26, 97—
102]. Fig. 2.16 illustrates the paradigm shift from traditional operations to self-healing operations in

wireless networks, highlighting various use cases.

As shown in Fig. 2.16, ML plays a pivotal role in enabling this transition by prioritising use cases with
substantial impacts on costs and perceived QoS. This thesis focuses speci cally on predictive fault
detection, root cause analysis, and energy ef ciency. Accordingly, a brief overview of these use cases
will be presented, emphasising their respective impacts. It should also be noted that, although ticket
management is not within the main scope of this work, we have contributed to this eld through a

separate publication in the form of a book chapter [32].
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Fig. 2.16: Comparison between traditional and self-healing operations.

2.3.2.2 Closed Loop and Open Loop Systems

As explained in in [10], in Self-healing systems, the distinction between closed-loop and open-loop
approaches is critical for understanding their operation and adaptability. Closed-loop systems are
designed with feedback mechanisms that continuously monitor and adjust the system's behaviour to
maintain stability and avoid known failure sources. This approach provides a straightforward and clear
operation mode, ensuring consistent performance by automatically correcting deviations caused by
system faults. However, it offers limited exibility and con guration options, potentially restricting the

system's ability to adapt to future requirements.

On the other hand, open-loop systems do not continuously monitor and adjust their behaviour based
on feedback. Instead, they operate based on pre-de ned policies and con gurations without real-

time adjustments. While this can simplify the system's design and reduce complexity, it makes the
system less responsive to unforeseen changes or failures. To mitigate this limitation, some Self-
healing systems incorporate dynamic policy handling, allowing for indirect adjustments to the system'’s
operation. A few advanced designs even permit direct in uence through interfaces like user interfaces
connected to control units, providing a degree of manual control and adaptability within the otherwise

open-loop framework.

2.3.2.3 Predictive Fault Detection

One crucial aspect of the network operations life-cycle is the detection and management of network
faults, as unaddressed alarms can lead to abnormal network behaviours, ultimately causing service
interruptions for end users. Fault detection can rely on FM data, which includes alarms generated by

the OSS whenever a fault arises, such as transmission failures in BSs.

FM encompasses monitoring, detecting, and correcting network failures. Typically, these failures are

identi ed through the activation of network alarms, prompting a reactive FM process that aims to

37



restore the network to its normal state [103]. However, research on preventive approaches is under-
going, as in [104], where the authors proposed a model for proactive anomaly detection using KPls,
obtained from a 4G network. The authors reported that linear-based models provided good accuracy
in anomaly detection for a short temporal prediction horizon. In [105], authors extended predictive
FM to 5G core networks using traf ¢ time series analytics. Forecasting and ML algorithms predicted
system failures, validated via 5G simulations. Additionally, in a recent work [106], the authors pro-
posed an Al-based framework called “openFM” for end-to-end autonomous FM of 5G and Beyond
5" Generation (B5G) networks. However, the proposed framework still lacks preemptive capabilities.
Overall, the proposed methodologies and developed algorithms for preemptive FM generally rely on
limited amounts of data or focus on particular alarms. Therefore, there is a gap in the literature to
explore the broader range of FM alarms, including their periodicity and predictability, among other

factors, supported by using data from live networks.

The detection and management of network faults can be implemented using three distinct approaches:

1) reactive; 2) preventive; 3) predictive, as depicted in Fig. 2.17.

Fig. 2.17: Network fault detection approaches.

In the rst approach, which involves the traditional reactive mode of NOCs, each problem is ad-
dressed individually, with analysis and troubleshooting starting only after a service degradation has
been reported. This method incurs high costs per intervention due to the lack of economies of scale,
as each issue demands dedicated resources. While the risk of unnecessary interventions is mini-
mal, the isolated nature of these responses results in elevated overall costs. Additionally, the reactive
approach negatively impacts service availability, increasing customer complaints [107]. The sec-
ond approach involves implementing continuous maintenance at prede ned intervals, representing
a preventive strategy that reduces the probability of failures, thereby improving QoS and decreasing
customer complaints. Unlike the reactive approach, this method bene ts from economies of scale as-
sociated with combined interventions and more ef cient use of resources. However, combining these
factors results in high overall costs due to the increased risk of unnecessary interventions. The third

approach encompasses one of the applications of self-healing operations, which focuses on predict-
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ing network faults with some lead time before their potential occurrence. By anticipating faults, this
approach allows for the adoption of preventive measures to mitigate their impact on the network. As-
suming accurate fault predictions, this approach not only ensures the desired QoS by minimising the
probability of service failures but also leads to lower overall costs in network fault management. These
lower costs result from the ability to combine resources for similar events and minimise unnecessary

interventions.

The three approaches fault management approaches are illustrated in Fig. 2.18, where the x-axis
represents the frequency of maintenance work and the y-axis denotes the costs incurred for main-

tenance. The green curve represents the costs associated with the number of unitary interventions,

Fig. 2.18: Cost comparison of different network fault detection approaches.

while the red curve illustrates the economies of scale achieved through combined resource allocation.
The black curve denotes the total overall cost, which is the sum of the green and red curves. The
predictive fault management approach results in lower overall costs, as it balances the number of

interventions with the bene ts of economies of scale.

In summary, implementing a predictive FM approach requires addressing several key challenges.
First, it is essential to determine whether alarms occur as independent events or follow underlying
correlation patterns. Second, given the diverse causes of alarms, identifying the most informative
features - particularly those derived from FM data - is crucial for improving predictive accuracy. Third,
selecting the most suitable Statistical Learning (SL) models and approaches for speci ¢ use cases,
such as forecasting transmission network-related alarms, is necessary to enhance reliability. Finally,
the practical adoption of predictive fault management depends on model accuracy, making it critical

to evaluate performance across different alarm types to ensure robust and generalisable predictions.

2.3.2.4 Root Cause Analysis

NOCs are essential across the life-cycle of wireless networks, managing, monitoring, and maintaining
the QoS delivered to end users. Traditionally, NOC engineers, supported by Information and Com-
munications Technology (ICT) systems, continuously track the network performance, quickly identify-

ing and responding to issues to minimise downtime. Routine maintenance, updates, upgrades and
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security actions are implemented, while performance and health reports are generated to support
decision-makers in optimising network performance. As wireless networks progress towards 6G, the
stringent QoS requirements for delivering ubiquitous connectivity to humans and the 10T, combined
with the urgency to reduce operational costs, pose signi cant challenges for MNOs. One of the main
issues for NOC engineers is the root cause analysis of the intertwined problematic events detected
through network supervision operations. The traditional approach, relying on individual assessments
and iterated processes involving multiple sources of information, often based on rule-based decisions,
is inadequate in this demanding context. This has fostered the development of self-healing oper-
ations. Self-healing operations use automated data analysis leveraging AlI/ML to analyse network
performance degradation and their root-cause factors, enabling the design of regenerative actions to
restore the desired QoS. As referred in [108], the next generation of NOCs must also address secu-
rity threats by ensuring compliance with security policies and analysing potential vulnerabilities, thus
protecting the network and preserving con dential customer data. Moreover, such applications yield
positive environmental outcomes, potentially reducing carbon emissions and energy consumption,

and contributing to mobile network sustainability.

In [109], the authors investigate the factors in uencing reduced accessibility in 4G networks by ex-
amining important KPIs and their evolution over earlier periods. The approach uses ML algorithms
to measure the inuence of each KPI in reducing network accessibility while considering a later
time frame. Similarly, [110] proposes a framework to identify the main causes of low throughput
by analysing the most critical PM indicators in fault detection. This methodology employs ML algo-
rithms and the SHAP [111] method to achieve its goals. Moreover, in [112], the authors present an
architecture using an Arti cial Neural Network (ANN) to evaluate the most in uential factors of low

throughput situations in 3G mobile networks. Additionally, the importance of each input variable is

calculated using a model-agnostic technique.

Finally, [110] and [113] propose different automatic diagnosis systems based on unsupervised learn-
ing techniques for simulated 4G wireless networks. In [110], the authors present a system based on
using self organised maps and Ward's hierarchical method, with the characterisation of each clus-
ter obtained from analysing their statistical behaviour. In [113], the proposed solution relies on the
unsupervised clustering of traf ¢ and signalling channel KPIs using the expectation maximisation
algorithm, effectively capturing expert knowledge by relating clusters to root causes in the design

phase.

2.3.2.5 Energy Consumption Optimisation

In light of the importance of reducing energy consumption costs and the sense of urgency in reduc-
ing carbon emissions, self-healing operations in wireless networks are expected to include EE as

a primary objective for network optimisation. The importance of ensuring a fair trade-off between
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containing energy consumption costs and maintaining QoS was recognised in early works such as
[114-116]. These studies analysed the impact of wireless channel characteristics, including fading,
path loss, and interference, in conjunction with various deployment strategies, notably involving small
cell deployments and massive MIMO con gurations, to achieve a balance between SE and EE in
cellular networks. In [53], the authors identi ed six areas of technological improvements on the road
to 6G that will result in energy consumption reductions: 1) power ampli er improvements; 2) SE in-
crease; 3) reduced signalling; 4) advanced sleep modes; 5) network virtualisation and 6) Al native
incorporation. Along the same lines, in [45], four key enabling technologies are outlined for RAN EE
optimisation: 1) massive MIMO; 2) lean carrier design; 3) sleep modes and 4) ML. Notably, being an
agnostic framework, the ESC framework proposed in this work can serve as optimisation support for

any of these pervasive technologies.

Using Al and ML techniques for optimising energy consumption represents a proli ¢ research area.
Moreover, given the surge in energy consumption costs after 2022 [42], the implementation of sleep
modes has recently gained attention in both 4G and 5G networks. In essence, the sleep mode
concept involves switching off radio units during periods of low utilisation. Speci cally, integrating
Al and ML techniques with radio access sleep mode functionalities enables the dynamic activation
and deactivation relying on the network status, in contrast with hard coded switch-on and switch-off

triggers.

In [117], a comprehensive taxonomy of ML applications in 5G networks for improving energy ef ciency
is provided. This taxonomy considers four areas for AI/ML application: 1) core network; 2) edge
network; 3) access network and 4) energy harvesting. An example of a ML application to manage the
sleep mode activation is provided in [118], where a framework is proposed to dynamically adapt the
sleep mode con guration settings to the actual traf ¢ while considering the QoS constraints, notably

the BS reactivation delay. In [119], a model is proposed to optimise the energy consumption of BSs
by dynamically shutting down carriers. Similarly to the ESC approach, this approach leverages live
network data and employs a blend of ML and expert-based models. A theoretical approach to optimise
the activation of deep sleep mode is given by [120], where a Reinforcement Learning (RL) mechanism
is proposed to nd the best trade-off between EE and QoS constraints, notably introducing the latency
requirements of ultra-dense 5G networks. In [121], the application of ML algorithms is explored across
various facets in the context of ORAN architectures. This study particularly underscores the crucial
role supervised learning plays in intelligent network management and optimisation problems. In [122],
a new Radio Resource Management (RRM) technique is proposed that integrates a per user Quality
of Experience (QoE) criterion to manage the switching of small cells to sleep mode when they are not
serving active users while ensuring the QoE requirements. In [108], live network data was employed

to quantify the impact of various PM indicators, including sleep mode activation, in the EE of BSs.

The problem of optimising energy consumption in heterogeneous networks considering other factors

such as QoS, SE, EE, and latency was also analysed in [123], where an algorithm is proposed to
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optimise the cellular association to the macro or small-cells layer based on the EE. In [124], the
problem of maximising the SE and EE was studied through the joint optimisation of power control
and access point association and selection. Along the same lines, in [125], the maximisation of the
overall SE and EE, subject to user-speci ¢ QoS requirements, was analysed by jointly optimising user
pairing and power allocation. A more comprehensive approach is given by [126], where the problem
of optimising 5G and 6G networks integrates KPIs from different layers of the network, aiming at
reaching solutions that account for the power consumption of the BSs, the total capacity provided to
the end users and also the signalling cost generated by handovers. In [127], the authors point out
that the continuous deployment of new technologies alongside existing ones, following a load-centric
philosophy, has led MNOs to increased energy use and emissions. Alternatively, a service-based
architecture is recommended for multi-RAT cellular networks. In [45], two optimal network operating
points are derived for both the downlink and uplink directions, considering the trade-off between SE
and EE: 1) the optimal transmit power for BSs and UEs; 2) the optimal BS and UE density.

2.4 Al for Performance Analysis and Optimisation

This section provides an overview of the fundamental concepts of Al and ML, with a historical per-
spective. It further explores the rapid evolution of Al techniques, particularly Deep Learning (DL)
and RL, highlighting their pivotal role in advancing network automation, optimising performance, and

enhancing wireless network ef ciency.

2.4.1 Fundamental Concepts of Al and ML

Al employs techniques that enable computers to mimic human behaviour, allowing them to learn,
make decisions, identify patterns, and solve complex issues in a way that resembles human intelli-

gence [12].
2.4.1.1 A Brief History of Al

The term "arti cial intelligence" was formally coined in 1956 by John McCarthy, an American computer
scientist, during the Dartmouth Conference [128]. In 1948, Alan Turing, a British mathematician
and computing visionary, provided an early de nition of arti cial intelligence by stating that "the idea

behind digital computers may be explained by saying that these machines are intended to carry out
any operations which could be done by a human computer” [129]. Following these early contributions
in the 1950s, the history of Al has progressed through various phases of development and stagnation,
known as Al Summers and Al Winters [130], leading to the current "third Al summer". This period has

been marked by breakthroughs in DL due to advancements in computational power, large datasets,
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and sophisticated algorithms. This era has seen signi cant practical successes, such as real-time

image recognition and natural language processing, notably through LLMs

2.4.1.2 Hierarchical Representation of Al and Its Sub elds

A speci ¢ subset within Al is ML, which leverages statistical learning to detect patterns in large data
sets, allowing machines to learn and adapt. As de ned in [68], ML allows computers to perform
tasks without explicit programming. An alternative de nition by the same authors states that ML in-
volves creating programs that improve with experience, de ned by tasks, performance measures,
and experience. Notably, DL is a part of ML which utilises ANNSs to learn any mathematical function,
according to the universal approximation theorem [131]. GenAl is a specialised area within DL that
uses transformer models [132] to generate sequences based on datasets containing images, text,
audio, or video. These models, trained on vast datasets, detect patterns and create outputs, such as
text, images, or code based on provided input without explicit programming. Many recent examples
of generative-Al have become tremendously popular, notably after 2022. Some examples include
OpenAl's Generative Pre-trained Transformer (GPT)-4 and Google's Bidirectional Encoder Repre-
sentations from Transformers (BERT), which are prominent examples known for their capability to
generate human-like text. However, many other models are being introduced, featuring image, video
and sound generation capabilities [12]). In Fig, 2.19, an hierarchical perspective of Al is presented,

showcasing the association between Al, ML, DL and GenAl.

Fig. 2.19: Al hierarchical structure (adapted from [12]).

2.4.1.3 Machine Learning Paradigms

ML is a subset of Al that encompasses four major predictive approaches: supervised, unsupervised,

semi-supervised and reinforced learning. A detailed study on these techniques can be found in [10].

In supervised learning, datasets contain known labels as the prediction target, which are utilised by

ML models to perform classi cation and regression tasks [68]. Examples include spam detection in
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email systems, where emails are labelled as "spam" or "not spam", and house price prediction based
on historical sales data. Supervised learning is effective when labelled data is abundant, but it can be

limited by the need for extensive labelled datasets, which can be costly and time-consuming to obtain.

In unsupervised learning, the datasets do not have labels, so the ML model leverages unlabelled
data to identify patterns and perform tasks like clustering and dimensionality reduction [68]. Appli-
cations include customer segmentation in marketing, where customers are grouped based on their
purchasing behaviour, and anomaly detection in network security. Unsupervised learning is valu-
able for discovering hidden patterns in data, though it can sometimes be challenging to interpret the

results.

Semi-supervised learning comprises a technique bridging supervised and unsupervised learning and
utilises both labelled and unlabelled data. Its primary goal is to improve prediction accuracy by lever-
aging unlabelled data addressing the time-consuming and biased nature of data labelling in super-

vised learning. This approach is mainly applied to classi cation tasks in computer vision [10].

In reinforcement learning, the ML model learns through interaction with the environment, aiming to
maximise cumulative rewards [68]. This approach is commonly used in robotics, where a robot learns
to navigate by receiving feedback from its actions, as in game theory Al, where agents learn optimal
strategies through trial and error. Reinforcement learning excels in scenarios where the model can
continually learn from interactions, but it often requires a large number of interactions and can be

computationally intensive.

2.4.2 Al/ML Methods Utilised in This Research

This research employed three primary Al/ML methods - Logistic Regression (LR), boosting algorithms
and Graph Neural Networks (GNNs). The primary objective was not to explore theoretical aspects of
AI/ML, but to test their real-world applicability in the context of live wireless networks. The approach
was to assess models of varying complexity, where additional complexity was introduced to assess
its resulting improvement in the model performance, focusing on their practical utility for network op-
timisation tasks. Consequently, in this research, simpler models such as LR and boosting algorithms
were compared with more complex models like GNNs, to evaluate their effectiveness in addressing
practical challenges in network optimisation. The decision to use more advanced methods, such
as GNNs, was driven by the need to capture complex relationships in the data, particularly where

network topologies and interdependencies play a critical role.
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2.4.2.1 Logistic Regression

In this study, a multi-class classi cation approach is employed using the LR model [133], which min-
imises the negative Log-Likelihood (nLL) to estimate the probability, p, of each class, , given the
input explanatory variables (features), x, and the adjustable model parameters, W . The decision to
use a four-class classi cation aligns with the speci ¢ problems addressed in this research, where the

classi cation scheme is tailored to categorise outcomes into four distinct classes. An overview of the

LR model is provided, with a focus on this four-class problem as it relates to the context of the study.

The LR is based on the logit function (log transformation of the odds), represented in (2.1) for a binary
classi cation:
p

logit(P(y =1 jx;W))=In T p =In(p) In(d p): (2.2)

The symmetry attained via this transformation improves the interpretability of log odds, with a negative
value indicating the odds of failure and a positive value showing higher chances of success. Hence,
this log transformation is used to model the relationship between the model features, x; 2 x, and the

dependent variable, y as follows:
logit(P(y =1 jx;W))= Xo+ WiXy+ ii+ WpXpy: (2.2)

Finally, combining (2.1) with (2.2), taking the inverse of the logit function to achieve a probability value

bounded between 0 and 1, and de ning z= W T x, the (z) function is de ned as:

1

1+ e (Xo+WiX1+ i+ Wm Xm )~

(2) =logit “(P(y=1jx;W))= (2.3)

Hence, the LR uses the same underlying linear combination of input features, x, but adds a new
element: the sigmoid function, (z), which can ensure an output bounded between 0 and 1, by
transforming the linear equation using z. In summary, the LR model output is the sum of the logit

transformation of each feature, as shown in (2.4):
Ply=1jx;W)=  W?7x : (2.4)

The expansion from binary classi cation to a multi-class LR model generalises by considering the
probability of each class, , against all others. The expression in (2.5) represents the generalized
linear model, or softmax [134], which returns normalised probabilities for each class. For binary

classi cation, the softmax function simpli es to the logistic sigmoid function, as in (2.4):

L _ L &Xp w” X )
Ply= Jx;W)= P —! (2.5)
=0 €Xp W[ X

In the previous expression, w denotes the model weight parameters for the selected class, , and
w represents the weight parameters for each i" class. The predicted class is then given by (2.6),

comprising the class with the highest probability:

g=argmax P(y= jx;W): (2.6)
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In (2.7), the Maximum Likelihood Estimation (MLE) function is represented, where y° denotes a 4-
dimensional vector using one hot encoding for class . The MLE can be applied to estimate the values
of the weight parameters, w 2 W, for each class while considering the features x, 2 x, by taking
its derivative and nding for which values of the parameters the derivative is equal to 0, as this will be

the maximum of the likelihood:

_ ¥ 8 _ o
Plyjx;W)= P(yn= jxmw ) : (2.7)
n=0 =0

In (2.8), the negative logarithm of the likelihood is represented by E. (W), where minimising the

nLL is equivalent to maximizing the likelihood, such as:
DS exp W Xy

Ene (W)= Yn In P— — (2.8)
n=0 =0 i=0 8XP Wi Xn

Finally, for the sake of simplicity, the detailed calculation of the nLL derivation is omitted (a detailed

derivation can be found in [135]), and only the resulting expression for the gradient is shown in (2.9):

X
r Wi En|_|_ (W) = (yn yn) Xn (2.9)
n=0

As illustrated in Fig. 2.20, the multi-class LR can be regarded as a Multilayer Perceptron, comprising a
shallow neural network with the alarm features as the input layer, x,, an output layer that computes the
predicted class, ¥, and one hidden layer, where the logistic sigmoid functions encompass activation

functions considering the learned weights, W .

Fig. 2.20: Logistic Regression as a multilayer perceptron.

At each iteration, the model parameters, W , are adjusted to minimise the nLL, which does not have

a closed-form solution, so an algorithm, such as the Stochastic Gradient Descent (SGD) [136], is
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required. This results in the following expression, as derived in [135]:
wi*t = wl Iy B (2.10)

where is a model hyperparameter called the learning rate, and r , E,. is the gradient of the loss

function.

One interesting aspect of LR is the explainability information provided by the class weights, W , which
result from the model training. These weights provide an interpretable view of the importance of each
feature in each class prediction. However, while in the linear regression, the interpretation is straight-
forward, in LR, to assess the marginal impact of a unit variation in each feature in the output prediction,
a transformation of the feature coef cients to the corresponding odds ratio is necessary. Hence, for a
given class , having a feature coef cient with value 0:7 translates into an odd ratio of approximately
2, which can be interpreted as being twice more likely the occurrence of the class when that input
feature increases by one unity. Moreover, the relative magnitude of the feature weights can also pro-
vide insightful information about the less important features conditioning the model output. Hence,
this can be used to implement feature selection, reducing the model's complexity and enhancing its
explainability. Another way to achieve sparsity in the weights vector, i.e., forcing some of the values
to zero, is by using Lasso regularisation, also known as L1 regularisation. The expression for the L1

regularisation is shown in (2.11), where is a model hyperparameter:
Weparse = arg mvi/n Ene ;(W)+ kWky (2.11)

The underlying idea is adding an L1 norm penalty term to the loss function: the “absolute value
of magnitude”, which will also prevent the model from undergoing over- tting problems. A similar
function can be derived for the L2 regularisation, where the “squared magnitude” of the parameters
is added as the penalty term, instead of the simple norm. In this case, the weight values will become
small but not necessarily zero. The function of both the regularisation methods is almost the same,

except for the regularisation term.

2.4.2.2 Boosting Algorithms

These algorithms combine multiple decision trees through sequential learning, with each subsequent
model aiming to correct the errors of its predecessor. An example application of boosting algorithms
relying on real network data was proposed in [26] to analyse the root cause of low throughput scenar-

i0s, using the TreeShap [137] analysis to provide an explainable interpretation of the results.

These speci ¢ algorithms include:

» AdaBoost [138] - an adaptive boosting algorithm that pays more attention to under- tted training

instances by the previous model, focusing on the harder cases.
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e Grad Boosting [139] - a gradient boosting model that tries to t the new predictor to the residual

errors made by the previous predictor.

* XGBoost [140] - an extreme gradient boosting model that minimizes a loss function based on
the difference between the predicted and target outputs and adds a penalty term for model

complexity.

e Catboost [141] - a categorical boosting model that supports categorical values, offering en-

hanced interpretability of the results and higher computational ef ciency.

e Light GBM [142] - an increasingly popular light gradient boosting model because it focuses on
the accuracy of results, can support GPU learning, and offers enhanced ef ciency compared to

other boosting frameworks, notably by reducing memory usage.

In this research, the Light Gradient-Boosting Machine (LGBM) [142] was used as a reference ML
model considering its capability of capturing non-linear relationships and interactions between vari-
ables. The LGBM combines multiple decision trees to learn predictors sequentially, where each sub-
sequent model attempts to x the errors of its predecessor. As in the LR, the nLL loss function is
used and an optimiser is required for its minimisation. Furthermore, the LGBM model contains a set
of hyperparameters which require tuning during the model optimisation stage to balance over- tting

with generalisation performance, which is described as follows:

1. num_leaves : the maximum number of leaves in one tree.

2. n_estimators : the number of boosting iterations or trees in the model.

3. min_child _samples: the number of data samples a leaf must have.

4. bagging_fraction : the fraction of data to be used for each boosting iteration.

5. max_depth : the maximum depth of each tree.

6. learning_rate : the rate at which model parameters are updated, as described in 2.10.
7. lambda_I1 : the L1 regularisation term (Lasso regularisation).

8. lambda_I2 : the L2 regularisation term (Ridge regularisation).

The L1 and L2 regularisation parameters in the LGBM model are equivalent to those presented earlier
for the LR model, notably in (2.11).

2.4.2.3 Graph Neural Networks

In recent times, a proliferation of research initiatives has focused on the development of GNNs ex-

tending DL approaches for the analysis of graph-based data. Graphs are versatile data structures,
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comprising nodes that are connected by edges. A graph comprises D nodes connected through a
set of E edge links. Graphs can be mathematically characterized using three matrices: A, X, and
E, which respectively denote the adjacency matrix representing edge links, node embeddings, and
edge embeddings. The adjacency matrix describes the graph's structural connections, where a; is
1 if there is an edge between node i and node j, and 0 otherwise. Moreover, if the edges have a
direction the matrix A is asymmetric, indicating that the graph is directed (digraph). In this context,
the presence of an edge from node 1 to node 2 does not imply the existence of an edge from node
2 to node 1. Conversely, when the edges lack direction, the graph is considered undirected, and in

such cases, the matrix A is symmetric. In Fig. 2.21-a), an undirected graph consisting of ve nodes

@) (b) ©

Fig. 2.21: Example of an undirected graph with D=5 nodes and its embeddings with C=7 characteristic features:
a) Graph representation; b) Adjacency matrix; c) Node embeddings.

is depicted and its structure is de ned by A in Fig. 2.21-b). Moreover, in Fig. 2.21-c) the node em-
beddings, X, are illustrated, where each row represents the vector of characteristic features of the

n™ node, x(™, with size C.

In reality, numerous systems can be effectively represented by graphs. For instance, chemical
molecules, where nodes correspond to atoms, and edges symbolise chemical bonds. Similarly, in
transportation networks like subway systems, grah nodes represent stations and edges depict the
connecting routes. This concept extends to describing wireless networks, where BSs are represented
by the graph nodes and edges can signify established neighbour relations among them. Beyond
the graph structure, each node typically holds characteristic information, representing node features
stored as node embeddings. For example, in a mobile network, each BS can be characterized by
a vector of performance indicators at a speci ¢ time stamp. Furthermore, characteristic information
can also be associated with edges, representing edge features, and stored as edge embeddings. For
instance, edge information between BSs may encompass details related to daily handovers between

neighbouring nodes or radio link indicators, such as path loss.

Upon de ning an object as a graph, three types of problems can be tackled using GNNSs, relying both

on the graph's structure and its node embeddings [143]:

» Graph-Level Tasks - the objective is assigning labels or estimating values for the entire graph
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by aggregating the node embeddings. An example is the detection of anomalies in a mobile
network by analysing the traf c ow between BSs (classi cation), or predicting the average

Received Signal Strength Indicator (RSSI) in a wireless network (regression).

* Node-Level Tasks - the objective is assigning a label or predicting a value to each node of
the graph. An example is the prediction of alarm occurrence intervals in BSs (classi cation), or

predicting the energy consumption of BSs (regression).

» Edge-Level Tasks - involve making predictions or computations related to individual edges
within a graph. An example could be predicting the path loss between two BSs (regression) or

estimating whether two adjacent BS should be de ned as neighbours (classi cation).

A taxonomy of GNNs is depicted in Fig. 2.22, denoting four main categories and speci ¢ branches.

Fig. 2.22: Taxonomy of GNNs (adapted from [13]).

The four groups within GNNs can be described as follows: [13]:

e Graph Recurrent Neural Networks (GRNs) - learn node representations relying on recurrent

DL architectures.

¢ Graph Convolutional Neural Networks (GCNs) - learn node representations by leveraging a

convolutional-based DL architecture.

* Graph Auto Encoders (GAEs) - comprise unsupervised learning frameworks that encode
nodes or graphs into a latent vector space and subsequently reconstruct graph data using the

encoded information.

« Spatial-temporal Graph Neural Networks (STGNSs) - include spatial and temporal dependen-

cies to uncover complex data patterns.

Recently, Graph Convolutional Neural Networks (GCNs) have become increasingly popular in a wide
range of applications [13]. Some previous works attempted to use graph structures for network opti-
misation, where the nodes may represent users, BSs, or antennas, and edges can represent network

coverage quality using Received Signal Strength Indication (RSSI), interference, or other metrics

50



[144]. A few approaches have attempted to apply GCNs to model wireless network planning and per-
formance optimization problems, relying on graphs to represent individual BSs' features [145-146].
A very active research branch within GCNs is how to aggregate the node features at the graph level,
aiming at predicting the label for the aggregated graph while providing interpretable explanations for
the prediction. An example of this approach can be found in [147], where a learnable aggregator for
GCNs uses a speci ¢ mask for each neighbour of a given node, allowing the model to learn different
importance weights to each node and feature. Other examples within the same line of work can be
found in [148], where a graph pooling (gPool) mechanism is proposed, or in [149], where a graph

pooling method considers the topology of the graph rather than barely independent node features.

Another approach tried to capture the mutual in uence between each BS and the surrounding ones
in a real-world wireless telecommunications network is the use of SGCN models, which use the
position of each node as additional learnable weights. However, despite some application examples of
such architectures to chemistry compounds and molecule classi cation [150-152], very few examples

applied such architectures to real wireless network problems.

In [150-152] the authors captured the interdependent in uences among nodes in a network utilising
SGCNs, thereby considering the spatial associations among them. An example application can be
found in [150], where the authors con rmed its effectiveness in generic classi cation tasks. In another

work[151], the authors proposed a positional encoder GNN-based learning framework for regression
problems using geographic data. In [152], a geometric graph aggregation scheme is proposed for
classi cation tasks in graphs. As for the case of wireless networks' applications, some previous

works attempted to perform cellular traf ¢ prediction with spatio-temporal graph networks [153—-155].

A challenge for wireless networks lies in modelling the spatial inter-dependencies between BSs, as
the performance of a single BS is in uenced by the surrounding ones. This interdependence must be
accurately captured to ensure optimal network performance and ef ciency. Overcoming this challenge
can enhance the automation of self-healing operations functions, such as fault detection, optimisation,
and network planning. Moreover, it can foster a collaborative usage of all network resources and

infrastructures in a multi-tenant ecosystem.

Among the various types of GNNs, this work focuses on SGCNSs, a part of the spatial methods group.
Unlike other GCNs approaches, in SGCNs each node is associated with spatial information de ned
in a multi-dimensional space. Moreover, these models are composed of multiple convolutional layers,
where the initial features of each node are sequentially updated across K iterations through convo-
lution operations. In SGCNs, the node embeddings, X, are transformed by considering information
from neighbouring nodes, de ned through the matrix A 2f 0;1g° P, where D is the number of nodes
in the graph. This process is conditioned on spatial information associated with the nodes, P 2 RP S,

where S denotes the number of spatial dimensions of each node. The spatial information of the nodes
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in a graph, P is given by:
P =[p1;p2;::po] (2.12)

, Where the spatial information of the n™ node is denoted as p, 2 RS. Each convolutional layer
of the SGCN, H,, is de ned by a function f () with parameters Uy, where Hy = X such that the

intermediate node embeddings (hidden features) at each convolution layer can be written as [143]:

Hi=f(Ho Uy AP)

Ho=f(Hy; U A P)

Hk = f(Hk 1;Uk;A;P) (2.13)

In this process, unlike H, and Uy, which undergo changes at each convolutional layer, A and P
remain unchanged and are employed for updating node embeddings. Fig. 2.23 depicts an example
of an SGCN with K convolutional layers, where the objective is to perform graph-level classi cation.

The process transforms the initial node embeddings, H g, into the nal hidden representation Hg . As

Fig. 2.23: Example of a graph-level classi cation using a SGCN.

illustrated, in each k™ convolutional layer, at each node i, information is collected from its neighbour-
ing nodes j by combining their respective node embeddings hf(j)l, through a process called message
passing. This results in a new representation that mixes information from adjacent nodes while con-
sidering their spatial positions, p; and p;. For each k™ convolutional layer, the i'" node is updated
according to:
: X , :
h' =" ulp ph, (2.14)
i2

, where, ; = fj : a; = 1gidenties the set of indices of the neighbours of node i, with p; and p;
representing the spatial information vectors for graph nodes i and j, respectively. Additionally, u(kij )
is a learnable parameter enabling the SGCN to assign distinct weights to individual neighbour nodes
during each convolution operation; to illustrate in a mobile network, certain neighbouring BSs may
introduce more interference than others. After K convolution cycles, the ultimate hidden representa-
tion of the D node embeddings in the graph considering a time series length of T = 1, denoted as
Hk 2 RP € S isdened as:

H ¢ :[h(Kl);th);:::;hE(D)] (2.15)
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In the example of Fig. 2.23, where the goal is to perform a graph-level classi cation, the output node
embeddings are aggregated using an aggregation function, such as computing the mean of the node
embeddings. The resulting vector is then mapped via a linear transformation or neural network to
a xed-size vector denoted as H, . This process effectively reduces the graph's spatial resolution,

providing an aggregated perspective of the entire graph:
Hx = Agg(Hg) (2.16)

Finally, for the graph classi cation, the probability of each class is calculated by passing the vector H
to the generalized linear model, also called softmax [143], which returns the normalised probabilities
for each class. In binary classi cation, the softmax function simpli es to the logistic sigmoid function,

yielding the graph's prediction ¥.

2.4.2.4 Performance Metrics

The output of a binary classi cation model yields a 2 2 confusion matrix that captures the interplay
between actual and predicted values for each instance in the dataset. From the confusion matrix,
four basic measures can be derived - True Positives (TPs), True Negatives (TNs), False Positives
(FPs), and False Negatives (FNs) - and from these, four performance metrics, typically used in binary

classi cation problems, can be computed.

» Accuracy - The ratio of correctly classi ed examples to the total number of examples:

TN+ TP

Accuracy = TNTEP+ TP+ FN: (2.17)
* Precision - The proportion of positive identi cations that were actually correct:
.. TP
Precision = TP+ EP (2.18)
» Recall - The proportion of positive instances that the model correctly identi ed:
TP
Recall= ———: 2.1
ecall = ———1 (2.19)
* F1-Score - The harmonic mean between Precision and Recall:
2 (Precision Recall
F1-Score = 2 (Precisi ). (2.20)

Precision + Recall

2.4.3 Challenges for Al Adoption in Wireless Networks

Many examples in previous research con rm the potential of utilising AI/ML to address cornerstone
problems in wireless networks, such as predicting network faults, analysing root causes for perfor-
mance degradation, predicting path loss, and managing network resources. However, several chal-

lenges are hampering the effective dissemination of such techniques in live wireless networks. The
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reasons for this attrition in implementing the proposed Al/ML algorithms can be characterized across

three levels: 1) lack of transparency; 2) complexity; and 3) generalisation.

First, the lack of transparency in traditional "black box" ML models affects the interpretability and
explainability of their results. In critical systems, such as wireless telecommunications networks,
it is paramount to implement "glass box" models through the creation of trustworthy and explainable
frameworks comprehensible to humans (e.g., revealing the underlying data evidence and causal logic)
[156]. Enhanced trust and interpretability of the ML models' results will allow seamless collaboration
between human workers and machines, contributing to increased productivity. To address this, XAl
methods can enhance the transparency and comprehensibility of these Al systems. Beyond technical
requirements, the legal framework for Al is still developing. As pointed out in [156], various regions
have explicit mandates for explainable XAl. For instance, the EU Al Act [157] mandates that ML
models must be able to explain their decisions, and similar requirements are emerging in other areas.
Some countries, such as France, have adopted tighter regulations as evidenced in the French Digital
Republic Act [158]. This law enforces transparency in algorithmic decisions, including the data used,
its origins, the weight of different data features, and the resultant actions. It emphasises the need for
machines to explain their decisions to build trust and ensure legal pathways for improving safety and

reliability, mirroring the capability humans have to provide explanations when prompted

Secondly, implementing ML models in live networks is often perceived as very dif cult, given the
enormous data requirements for continuous model training and validation. Despite the availability
of PM, FM, EM, and Con guration Management (CM) indicators, signi cant effort is needed in data

cleaning and processing before these can be fed into the ML models. This problem is recognised in
[117], underscoring the challenges in managing live data from wireless networks, notably considering
the complexity involved in aligning, processing, and cleaning raw data. As a result, expanding from
a limited test involving a restricted period and a limited number of BSs to full coverage remains a

challenging scenario.

Thirdly, while most ML models in research rely on centralised training with limited amounts of data,
real-world implementation necessitates a decentralised training procedure, often requiring distributed
computing capabilities. Centralised training involves collecting data from various sources into a single
location for model training, which can be effective in controlled environments but faces signi cant chal-
lenges in practical deployment within wireless networks. In real-world scenarios, data is distributed
across multiple locations, each with unique characteristics and constraints. Decentralised training,
therefore, keeps data locally at each source, with models being updated through FL [159]. This
method preserves privacy and reduces the need for centralised data storage. However, it does intro-
duce challenges such as data heterogeneity and increased computational resource requirements at
edge devices or BSs. The decentralised nature of FL requires frequent communication between edge
devices and central servers to update model parameters, which can introduce latency and require

signi cant bandwidth. Consequently, MNOs are cautious about generalizing prototype ML models for
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full-scale utilisation, considering the trade-offs between the bene ts of ML and the practical challenges

of deploying and maintaining these models in decentralised networks.

2.5 Causal Analysis in Wireless Networks

This section presents the levels of causal reasoning while discussing the convergence of causal
inference with AlI/ML research, highlighting the emerging domain of causal learning and its methods
for estimating causal effects. An overview of the most relevant toolboxes supporting causal learning
is provided. The section concludes with a review of causal learning applications in wireless networks,

emphasising its role in enhancing explainability and root cause analysis.

2.5.1 Causal Reasoning Background

As explained in [160], there are three levels in causal reasoning: 1) association; 2) intervention; and

3) counterfactuals. A brief overview of each level is presented as follows.

The rst level identi es associations between variables but cannot infer causal relationships. These

associations can be determined using statistical learning tools such as correlation and ML. However,
as noted in [161], despite its success, statistical learning provides a rather super cial description of
reality that only holds when the experimental conditions are xed. As referred in [162], traditional ML
assumes that the trained models will be applied to data with the same distributions as in the training

data, which is often not the case, thus encompassing a transfer and generalisation problem.

The second level transitions from statistical association to causal learning, intersecting conventional
causal inference based on statistical methods with ML, as noted in [163]. The goal is to capture the
impact of interventions and changes in distribution by combining data-driven learning with assump-
tions that extend beyond the existing statistical description of a system. This includes uncovering the
data generation process and assessing the causal effect between observed variables, such as a new
teaching methodology (the exposure or treatment) and the exam pass rate of the involved students
(the outcome). To achieve this, techniques like causal inference, Bayesian networks, and DAGs are
employed, as described in [161, 164]. A DAG is a graphical model depicting a schematic representa-
tion of hypothesised causal relationships in a system [165-166]. For example, a direct link between
the teaching methodology and the exam pass rate indicates that a change in the methodology is
expected to cause a change in the pass rate. However, in some cases, a third variable can simultane-
ously have causal links with the exposure/treatment and the outcome. For example, the percentage
of highly motivated students could encompass a potential bias variable. These variables are known
as confounders and require special attention in causal analysis. Confounding variables create bias-

ing paths in the DAG, also named backdoor paths, by establishing indirect routes that connect the
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exposure/treatment and the outcome. Given that these variables affect treatment and the outcome
simultaneously, it is crucial to balance the confounders when comparing observations that received
treatment (were exposed) with those that did not. Techniques, such as adjusting for confounders, or
conducting sensitivity analyses are employed to mitigate the in uence of biasing paths and improve

the reliability of causal conclusions [167].

The third level involves analysing potential outcomes with non-observable variables (e.g., determining
whether a student would have passed an exam if he had followed a new teaching methodology). This

involves using causal learning tools and techniques such as the Neyman-Rubin causal model [168].

2.5.2 Causal Discovery Methods to Improve Root Cause Analysis

Root cause analysis and causal discovery techniques have been widely explored across a variety
of domains and application areas. For example, [164] applied DAGs and conditional independence
tests to explore causal factors in health outcomes. In wireless communications, these techniques
have gained growing relevance, particularly for diagnosing failures, Service Level Agreement (SLA)
violations, and performance degradation in increasingly complex and autonomous network environ-
ments [169]. Traditional ML-based XAl tools, such as SHAP [111], have been widely applied in
wireless network analytics - for example, to identify key contributors to energy sustainability in BSs,
as demonstrated in Chapter 5. However, these methods present several limitations. As highlighted in
[170], their explanations are tightly coupled to the training data distribution and often lack robustness
under domain shifts, which can compromise generalisability and trustworthiness in dynamic network

environments.

To address these limitations, recent efforts have introduced causal reasoning into XAl frameworks.
For instance, [171] combines statistical causality with SHAP to explain SLA violations in 5G net-
works, while [172] proposes a causal root cause localisation framework that maintains stability across
datasets. Similar contributions, such as [173-174], examined causal feature selection and graph-
based representations to improve interpretability and robustness, while [175] evaluated discovery
methods under hidden confounding. Recent works further reinforce this direction. In particular, [176]
provides a comprehensive survey of XAl techniques applied to 6G communication and network slicing,
highlighting the growing demand for explainability in the orchestration of autonomous infrastructures.
The study in [177] introduces a neuro-symbolic XAl twin designed for zero-touch networks, demon-
strating how hybrid models can enhance interpretability in dynamic wireless contexts. Moreover, [178]
explores the integration of XAl and LLMs for trustworthy, autonomous network and service manage-
ment, identifying causal reasoning as a key component for enabling explainable zero-touch operation
in 6G. Together, these works highlight a growing convergence of ML, XAl, and causal inference as a

foundation for scalable and explainable wireless network automation.
However, despite this momentum, real-world applications of causal XAl root cause analysis in live
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wireless networks remain limited to a few cases, such as [179]. This gap underscores the relevance
of the proposed causal framework, particularly in supporting MNOs to reduce CO, emissions and

optimise energy usage through interpretable, data-driven strategies.

2.5.3 Observational Causal Inference

Understanding causal relationships between interventions and outcomes involves estimating mea-
sures like the Average Treatment Effect (ATE), which provides insights into the impact of specic
treatments. Considering a binary treatment, T®, in causal analysis the ATE signi es the average ef-
fect on the outcome variable Y when TP is applied to an entire population. This implies two potential
outcomes: Y (1) and Y (0), representing the outcome when the entire population received or did not

receive treatment. The ATE is de ned as the expected difference in potential outcomes [180]:
ATE= E[Y(@) YOI (2.21)

In practice, only one outcome is observed for each subject within the population, considering the
treatment received. Thus, the counterfactual event can only be estimated, denoting what would have
happened if the treated subject had not received treatment and vice versa, as explained in [180].
Consequently, two additional treatment effects can be de ned: the Average Treatment Effect on the
Treated (ATT), representing the sub-population that actually received treatment; and the Average
Treatment Effect on the Control (ATC), comprising the sub-population that did not receive treatment.

These metrics are de ned as [180]:

ATT = E[(Y(2) Y(O))ij =1]; (2.22)

ATC = E[(Y(2) Y(O))ij =0]: (2.23)
Estimating causal effects is traditionally achieved through Randomised Controlled Trials (RCTs) [181],
where participants are randomly assigned to treatment and control groups, deliberately manipulating
the exposure to the treatment [180]. The key advantage of RCTs lies in randomisation during sub-
population selection, which tends to balance the treated and control groups not only in size but also
for known and unknown confounding variables, denoted as O and U. Consequently, the two sub-
populations can be considered equal in all indicators, except for the applied differential treatment
and the ATE encompasses a causal effect. However, conducting RCTs is often impractical. For
example, in live wireless networks, implementing RCTs would require complex and costly technical

arrangements and could raise ethical concerns due to potential quality degradation for users.

A cost-effective alternative to RCTs is estimating causal effects from observational data, which has
gained increasing interest in recent years due to advances in Al/ML and the abundance of available
data [161, 163, 182]. In an observational study, data is collected passively, without in uencing the
system. While this approach does not guarantee equal group sizes or balance confounding variables
as RCTs do, it enables causal assessment by applying four assumptions to account for potential

biases in the observed data. These assumptions are described as follows [183]:
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« Stable Unit Treatment Value Assumption (SUTVA) - This involves two principles: the treatment
assignment of one subject must not affect the outcome of another subject, and just one version

of TP must exist.

« Consistency - This states that the potential outcome under treatment should equal the observed

outcome when treatment is received: Y = Y (1)jT? = 1 and conversely, Y = Y (0)jT° = 0.

« Ignorability - This indicates that given the variables O, the treatment assignment is independent
from the potential outcomes: (Y (0);Y (1)) 2 TP O . Under this assumption, for subjects with

the same values of O, TP can be considered as randomly assigned.

« Positivity - This assumption states that the treatment assignment was not deterministic for every
set of values for O. This signi es that P(T?O = o) > 0 for all possible values of T? and for each
02 0.

2.5.3.1 Controlling Confounding Variables

Evaluating the balance of confounding variables involves distinguishing subjects who received the
intervention (treatment group), characterised by O!, from those who did not (control group), char-
acterised by O°¢, and comparing the distributions of O' and O¢ across these groups, accounting
for differences in group sizes. A common metric to quantify imbalance is the absolute value of the
Standardised Mean Difference (SMD), which provides a standardised measure of similarity between

confounder distributions, de ned as follows [184]:

ot O¢
( H)2+( ©)2
2

where Ot and O¢ are the means of the treatment and control groups, respectively, and ' and ¢
are the standard deviations of the two groups. A larger absolute value of SMD indicates a greater
difference between the group means, where a typical criterion of SMD < 0:1 is typically assumed
as a good approximation for a balanced mean [184]. When the SMD reveals a signi cant difference
between treatment and control groups (larger than 0.1), various methods can address this imbalance,
each using distinct approaches to enhance group comparability. Key methodologies used in observa-
tional causal inference include Propensity Score Matching (PSM) and Inverse Probability of Treatment
Weighting (IPTW).

2.5.3.2 Matching Algorithms for Confounder Control

One approach to balance the treatment and control groups for confounding variables is using PSM.
As explained in [184—185], this technique involves computing propensity scores for each element in

the population, a scalar value that represents the conditional probability of receiving treatment, TP,
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given a set of observed confounders, O. The propensity scores, g(O), can be de ned as [14]:
g(0) = P(TP=1jO): (2.25)

The PSM methodology relies on the Ignorability assumption, which ensures that g(O) is a balancing
score between treated and control subjects. This allows for pairwise matching of the subjects in
the treatment group, with size N, using algorithms like Nearest Neighbour Matching (NNM) [186],

resulting in two balanced groups in terms of confounder distribution.

An alternative approach for addressing confounding is IPTW [187]. Unlike PSM, which excludes
unmatched subjects, IPTW retains the entire population by assigning a weight to each subject based
on the inverse probability of receiving the treatment. These weights balance the distributions by
adjusting for differences in observed confounders between the treatment and control groups using
the estimated propensity score P(T? = 1 j O;). For a given subject i, the inverse weights, ;, are
computed for treated and control groups, respectively, as follows [187]:

T =1=P(TP=1j0))) fTP=1

C=1=1 P(TP=1j0y) ifTP=0 (2.26)

2.5.3.3 Estimating Causal Effects

When applying PSM or IPTW to balance treatment and control groups with respect to the considered
confounders, the difference in outcomes between the treated and control groups can be interpreted
as a causal effect of the treatment. However, the nature of this causal effect differs between the
two methods. In PSM, matching typically uses the treatment group as the reference, meaning the
estimated causal effect corresponds to the ATT. This arises because PSM compares treated units
with similar control units, thus focusing on the effect of treatment among those who actually received
it. In contrast, IPTW reweights the entire sample to create a pseudo-population of size N, in which
treatment assignment is independent of the observed confounders. This adjustment contrasts with
the original population, where treatment assignment depends on O. This pseudo-population adheres
to the Ignorability assumption, making it suitable for directly assessing the ATE, re ecting the average

effect of treatment across the whole population, including both treated and untreated subjects.

Consequently, the ATT can be estimated using the PSM as follows [184]:

Xt
(Vi) Yi(0) (2.27)
i=1

AfTpgy = —
PSM Nt

Furthermore, the ATE relying on the IPTW methodology can be estimated as follows [188]:

|
Ko

1
ATE prw = N YTP T vi@a T ¢ (2.28)
Pi=1
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2.5.3.4 Sensitivity Analysis

When estimating the causal effects of a given exposure or treatment on a speci ¢ outcome, a key
consideration is the potential impact of unknown factors or unobserved confounders, denoted as U.
Although this impact cannot be determined exactly, a sensitivity analysis can assess the robustness of

the estimated causal effects considering the potential impact of the unknown confounders [189-190].

As explained in [14, 191-192], the sensitivity analysis involves de ning two factors,  and , rep-
resenting the in uence of U in T and in Y, respectively. The ratio = = , is then considered,
signifying the proportional in uence of U on TP and Y. If =1, it implies that a potential unobserved
confounder affects both TP and Y in the same proportion, leading to a reduction in the causal effect
by one unit. Consequently, if equals the estimated causal effect (e.g., the ATE), it suggests that
the effect would be reduced to zero. A practical approach is presented in [14], where the observed
confounders are mapped onto a theoretical curve - Austen plots - representing the geometric space
indicating the required bias margin to eliminate the estimated causal effect. This indicates how a po-
tential unknown confounder would have to compare with existing observed confounders to comprise

the estimated causal effect.

2.5.3.5 Estimating Variable Causal Effects with Marginal Structural Models

In causal inference, Marginal Structural Models (MSMs) are exible probabilistic models used to es-
timate the distribution of Y under different treatment levels, typically via a Generalised Linear Model
(GLM). These models can account for confounding and dose-varying exposures, with causal effects
commonly estimated using IPTW [193]. The term marginal highlights their focus on population-level
effects, derived within a pseudo-population where treatment assignment is independent of observed
characteristics and prior treatments. The term structural underscores the goal of estimating potential

(counterfactual) rather than merely observed outcomes.

A key advantage of MSMs over methods restricted to binary interventions, such as PSM or standard
IPTW, is their ability to accommodate treatments administered at varying intensities, denoted as T9.
For example, in evaluating the effect of study hours on exam success, an MSM can model the prob-
ability of passing the exam as a function of treatment dose, capturing a continuous dose-response
relationship. This is typically done by specifying a GLM that expresses the expected outcome as a
function of T9. When the outcome is binary, Y (e.g., passing the exam), the model links T¢ to the log-
odds of the outcome probability, E(Y;), using the logit function to map E(Y;) onto the linear predictor
scale [194-195]:

logit(E(Vi)) = o+ 1T¢+ + (T (2.29)

where n is the degree of the polynomial used to model non-linear dose-response relationships, and
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When inverse probability of treatment weights are used in conjunction with this model, the MSM is
estimated by maximising the weighted Log-Likelihood (wLL) function, which for a binomial GLM takes
the form [196-197]:

wLL = i[YiIn(ECY;i)+(@Q  Y)In(@ EY))]; (2.30)

i=1

where In is the natural logarithm, N, is the number of subjects, Y; is the observed outcome, and ;
is the inverse probability weight for subject i. By using 2.29 to parametrise the outcome probabilities
E(Y;) in 2.30, they can be expressed using the logistic (sigmoid) transformation:

1

E) = T3 exn( Togt €V

(2.31)

Finally, the resulting weighted GLM can then be tted to the data to estimate the coef cients that
de ne the dose-response relationship, while appropriately adjusting for confounding through the use
of IPTW weights.

2.5.4 Causal Analysis Support Tools

As noted in [163], a challenge in current causal analysis research endeavours is the absence of stan-
dardised benchmark resources to facilitate rigorous evaluation of research contributions. Recently, a
wide range of open packages and toolboxes have been developed to support the applied research
on observational causal inference. A comprehensive description is provided in [163, 182], covering
open datasets, methods with their supported languages, and evaluation metrics. The methods can be
divided into three groups: 1) causal effect estimation; 2) causal structure learning and 3) causal eval-
uation. Some notorious toolboxes within the rst group include the CausalML [186] and the DoWhy
[198], which will be used in the proposed causal framework to assess the causal effect between ob-
served variables. The second group includes toolboxes such as the Causal Discovery package [199]
or Dagitty [200], which assist in de ning the structure of a DAG based on ML, domain knowledge, or
a combination of both. The third group involves computing speci ¢ metrics to compare causal effect
estimations, such as the ATE, ATT, and ATC. These metrics can be obtained from toolboxes such as

DoWhy, CausalML, JustCause [201], and others.
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This chapter is based on work developed for the course's nal project in SL at Instituto Superior Téc-
nico (IST), part of the PhD curriculum. The main portion of this work was published in the proceedings
of the 2024 Wireless Telecommunications Symposium (WTS), held in Oakland, CA, USA, from April
10 to 12, 2024 [28], where it received the award for "Most Outstanding Paper." The key result is the
development of an ML-based methodology for predicting network alarms using FM data from a live
4G/5G network. Notably, this approach achieved a success rate of 93% in predicting a critical alarm

with up to 60 minutes of lead time.

3.1 Background

This section introduces key de nitions and the concept of predictive fault detection, an example of
a network automation operational use case, as detailed in 2.3. It then explores the main challenges

related to adopting these techniques, which will be addressed in this work.

The concept of predictive fault detection consists in anticipating the occurrence of FM alarms related
to failures affecting BSs in a wireless network. The goal is to provide an actionable lead time between
alarm prediction and its actual occurrence. This lead time enables MNOs (through the NOC) to im-
plement preventive measures to either prevent the alarm from occurring or, at the very least, mitigate

its potential impact on user QoS.

3.1.1 De nitions

Some de nitions are worth clarifying beforehand due to their prevalence in this chapter:

* FM data and alarms are considered synonyms in the scope of this chapter and denote the
noti cations generated by the OSS every time that a fault is detected in a BS ( e.g., transmis-
sion failures, power supply failures, etc.). When an alarm is raised, it needs to be handled.

Otherwise, the system may present abnormal behaviour.

e Alarm Severity : Refers to the level of impact or urgency associated with an alarm, typically
classi ed into categories such as critical, major, minor, or informational. It helps determine the
priority of response actions and the resources allocated to handle the issue. Higher severity

alarms indicate more critical issues that require immediate attention.

« Alarm Type : Refers to the classi cation or categorisation of alarms based on the nature of
the fault. Examples include hardware failure, network degradation, or environmental issues.
The type of alarm provides insight into the underlying cause and helps direct the necessary

troubleshooting efforts.
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» Target Alarm : Refers to a speci ¢ alarm or set of alarms that are the focus of monitoring or
analysis within a network. These alarms are selected based on their signi cance to the system's

performance or to speci ¢ operational goals ( e.g., key performance indicators, fault prevention).

* ROC Curve: Stands for Receiver Operating Characteristic curve, a graphical representation
used to evaluate the performance of binary classi cation models. It plots the true positive rate
(sensitivity) against the false positive rate (1-speci city) at various threshold settings, helping

assess the trade-off between sensitivity and speci city in the context of model decision-making.

3.1.2 Problem De nition

The occurrence of FM alarms constitutes a Temporal Point Process (TPP), which is a stochastic pro-
cess comprising a sequence of time discrete events (i.e. alarms) [202]. The historical FM data is
represented by = fv, ;0 gT,, wherev, 2 V (setof possible alarms) and o, 2 O (set of alarm
occurrence time indexes) are the identi cation and the occurrence time of the i alarm, respectively,
and m is the number of alarm occurrences. This process is illustrated in Fig. 3.1, showcasing an
example with three alarm types, V. = [RED @; GREEN @; BLUE @] and their corresponding occur-

rences.

Fig. 3.1: Description of the alarm occurrences temporal point process (TPP).

Given the unstructured nature of , the goal is to create a structured dataset, D , by extracting
relevant features from . This dataset will be used to develop AI/ML models to predict the time interval
until the next occurrence of target alarms selected fromv, 2 V . The prediction is framed as a multi-
class classi cation problem, where each class represents a customisable time interval indicating the

lead time to the next occurrence of the target alarm (e.g., 0 to 15 mins).

3.1.3 Objectives

The work presented in this chapter aims to propose and evaluate a new ML data-centric methodology
for predicting the occurrence of network alarms relying on data from a live network, as described in
Section 2.2.3. The proposed methodology employs a multi-class approach, where the classi cation

is divided into time intervals (e.g., 0-15 mins).

In summary, the main objectives of this work are:
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Propose and develop a ML-driven supervised methodology with a generic approach aimed at

assisting self-healing operations.

« Focus on predicting network alarms relying on historical alarm data.

Assess the effectiveness of the proposed methodology by applying distinct ML models to real

network data.

Evaluate the performance of these models in predicting network alarms and their potential im-

pact on network management.

3.2 Exploratory Data Analysis

This section provides a comprehensive data exploration of the available FM data, as introduced in
Section 2.2.3. This includes the categorisation of observed alarms by their root cause type, and
severity level. Following this, a frequency analysis delves into the occurrence patterns of the different
observed alarms, showcasing their statistical distribution by type and severity level. Subsequently, a
cross-correlation analysis examines the intertwined associations between alarms. Finally, considering
the high number of distinct observed alarms and the impossibility of conducting an extensive analysis
on each one individually, a representative list containing ten alarms is presented for the evaluation of

the proposed methodology.

3.2.1 Alarm Occurrences

In Fig. 3.2 the aggregated distribution of alarm occurrences during the observation period is displayed,

categorised by severity level and alarm type.

Fig. 3.2: Distribution of observed alarms per type and severity.

It is evident that "Trunk" alarms with "Major" severity are the most prominent, accounting for 560 678

occurrences, which represents approximately 81% of all observations.
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